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1. Ob0sacTh NpUMEHEHHUS, LeJU U 32124 GOHIa OLIEHOYHBIX CPEACTB

®oup oneHouHbix cpeacts (POC) sBrseTcsS HEOTHEMIIEMOW YacThiO0 paboueill MpOrpaMMbl JUCIIUILIMHB
Ob6ecnieyenne WHMOOPMAITMOHHON 0€30MMacHOCTH B MH(DOPMAITMOHHBIX CETAX WM IPEAHA3HAYCH TSI KOHTPOJIS H
OIIEHKH 00pPa30BaTENbHBIX JOCTMKEHNH oOydaromuxcs (B T.4. II0 CaMOCTOSITETIhHON paboTe CTYyAEeHTOB, nanee —
CPC), ocBOMBIINX IPOTPaMMy TaHHOW JUCIIHILINHEIL.

Lenpto (oHma OIECHOYHBIX CPEACTB SBJISACTCS YCTAaHOBJICHHE COOTBETCTBUS YPOBHS TOJTOTOBKHU
obyugatonmuxcs tpedoannsm OI'OC BO no nanpasnenwro 11.03.01 PagnoTexnuxa.

Paboueii mporpammoit aucnuminael ObecnedeHre MHGOPMAIIMOHHOW 0€30MacHOCTH B MH(OPMAIMOHHBIX
CETSX MPeIycMOTPEeHO (hOPMHUPOBAHKE CIEAYIOMIECH KOMICTEHIUH:

IMIK-1. Croco0GeH BBHIMOTHATH MaTEMaTHYECKOE MOJCITUPOBaHHE OOBEKTOB M TIPOIECCOB IO
TUIIOBBIM METOJIMKAM, B TOM YHCIIE C UCIIOIb30BAaHMUEM CTAHIAPTHBIX MAKETOB MPUKJIAJAHBIX IPOTPAMM.

2. Onucanue noka3zaresiel 1 KPpUTepHeB OLlEHNBAHUS KOMIIeTeHIUIi, (JOPMUPYEMBIX B IIpoLiecce
OCBOCHUS TUCHMILIMHBI (MOAYJIs1)
Onmcanne mokazareneil U KpUTEPHEB OIIEHWBAaHUS KOMIICTEHIIHH, (POPMUPYEMBIX B TMPOIIECCE OCBOCHHUS
JUCHIUIUIMHBI (MOIYJIsl), M UCTIOJIb3YEeMbIEe OIICHOYHBIE CPE/ICTBA IPUBEIEHEI B Tabmwuie 1.

Ilepeuenv oyerounvix cpedcms, pexomenoyemvlx 01 3anonuenus maoauyvt 1 (6 @OC He npusodumcs,
UCNONL3YEeMCs MOALKO OISl 3aNONHEHUs. MAOIuYbl)

o Kommponvhas paboma
e Vemmuwiti onpoc

®  Bonpocwl 015 nposedenUs IK3amMeHa
Ilepeuenv oyenounvix cpedcme npu HEOOXOOUMOCIU MOCem DblMb OONOJIHEH.



2.1. IlepeyeHb KOMIIETEHIUI ¢ yKa3aHHEM 3TanoB ux (popmupoBanus B npouecce ocsoenuss OIOII

Tao6auna 1

Koa 1 HamMeHOBaHHe

Kox 1 HamMeHOBaHHe
HHAUKATOPA T0CTHKEHHUST

HaunMmeHnoBanue

OpMHUpPYeMoii . Kpurepuu ouenuBanus KOHTPOJIMPYeMBIX Pa3/e/ioB H
Gopmupy L putep POMPYEMEIX P
KOMIIeTEeHIINH TeM

KOMIIETEeHIINH
ITK-1. Cnocoben [IK-1.1. YmMeer cTpouts 3HaTh: - METOJOJIOTHYECKHE U TEXHOJIOTHYECKHE OCHOBBI NeNel-9

BBIIIOJIHATH
MaTEMaTHYICCKOC
MOJCIUPOBAHUC
00BEKTOB H poueccoB 1o
THUIIOBBIM MCTOAHUKaM, B
TOM YHCJIC C
HUCIIOJIb30BAHUECM
CTaHAAPTHLBIX IMMaKETOB
MNPHUKIIAHBIX IIpOrpaMM

¢busznueckue u
MaTeMaTHYECKHUEe MOJIENN
Mojienei, y310B, OJOKOB
PaAMOTEXHUYECKUX
YCTPOMCTB U CUCTEM

T1K-1.2. Bnajneer HaBbIKaMu
KOMITBIOTEPHOTO
MOJICTTUPOBAHUS

KOMIUIEKCHOTO obecrnieuenus 6e3omacHoct AC, - yrpo3sl 1
MeTobI HapylieHus 6e3omacHocTd AC, - popManbHbie MOJETH,
JIeKaluMe B OCHOBE cucteM 3aiuThl AC, - cTaHAapThI [0 OLIEHKE
3amuieHHOCTH AC U UX TEOPETUYECKHE OCHOBBI, - METOBI 1
CpelCcTBa peanu3anuy 3amuieHHbx AC, - METOIbI U CPEJICTBA
BepU(UKAIMY U aHAIN3a Ha/IeXKHOCTHU 3aIluIIeHHbIX AC;
YMETh: - TpoBOANTh aHaiu3 AC ¢ TOUKHM 3peHHs 00ecTiedeHHs
KOMITBIOTEPHOM 0€301acHOCTH, - pa3padaThiBaTh MOJEIH U
MOJIMTHUKY 0€3011aCHOCTH, UCIIOJIb3Ys U3BECTHBIE TIOA-XO/IbI,
METO/Ibl, CPEJICTBA U UX TEOPETUYECKHE OCHOBBI, - IPUMEHSATh
CTaHJapTHI O OLeHKe 3auuineHHocTd AC pu aHanuse u
MIPOEKTUPOBAHUN CUCTEM 3aIUThl HHPopMmauu B AC, -
peanu30BbIBaTh CUCTEMBI 3aUThl HHPOopMarun B AC B
COOTBETCTBHMHM CO CTaHJapTaMH IO oLeHKe 3amuiieHHoctu AC;
BJIa/IETh HaBbIKaMU: - paboThl ¢ AC pacnpeeeHHbIX
BBIYHCIICHHUI U 00paboTKH HH(OpMaLnu; - paboThI C
nokyMmeHnTanue AC, - HCIIOJIB30BAHUS KPUTEPUEB OLIEHKH
sanumeHHocTd AC, - moctpoeHust (popManbHBIX MOJIENIeH CUCTEM
3amuThl nHGopMaru AC.

2.1.2. Dranbl popMHPOBAHMA KOMIIETEHIM I

CdhopMupoBaHHOCTh KOMIIETEHIMHA 1Mo jaucnuiuimHe OOecriedeHne WHOOPMAIMOHHOW 0€30MacHOCTH B WH(OPMAIMOHHBIX CETSIX OIpeJelseTcs Ha

CJIETYIOIINX JTarax:

1. DTan TeKymux aTrecTanmii (/[na npogedenuss mekyuux ammecmayuti Mo2ym O0bins UCHOIb3068AHbL OYEHOUHblE CPEOCMBd, YKA3aHHble 8 pazdene 2)

2. JTan NpoMeKyTOUHBIX aTTecTanmii (/[ nposedenus npomedcymoyHol ammecmayuu Mo2yn Obims UCNOIb308AHbL OpY2lUe OYEHOUHbLE CPeOCMEa)

! Haumenosanus pazoenoe u mem 004ceH cOOMEEMCME06ams paboyeti npospamme OUCYUNIUHbL.

Tadoaumna 2




KOI[ 1 HAUMCHOBAHUEC

KOH 1 HAMMCHOBAHHUC MHAUKATOpA

Irtansl GopMHPOBaAHNA KOMIIETEHITUA

JTan TEKyIUX aTTeCTAlUI

drtan
MPOMEKYTOYHOM
arrecTanMu

OpMHpYyEMOH JOCTYDKEHHST (POPMHPYEMOF 6-10
(opmitpy dopmitpy 1-5 nenens 11-15 nenens 1-17 nepens 18-20 neness
KOMIICTCHIIUH KOMIIETCHIIUH He/eJIst
Texymas Texymas Texymas KP/K
J v v CPC [IpomexyTouHas
aTTecTarys aTTecTarus aTTecTarys IT
aTTeCTaIHs
Neol No2 No3
1 2 3 4 5 6 7
[IK-1. Criocoben [TIK-1.1. Ymeer cTtpouth
BBIIIOJIHSTh duznyecKkue 1 MaTeMaTU4YeCKHe
MaTeMaTH4eCcKoe MOJIeIHN MOJeNeH, y31I0B, OJI0KOB Kontponenas | Konrposnbnast | KonrponbHas | KoHrponbHas Tecr, yCTHBIN OMpOC
MOJICJTUPOBAHUE paIMOTEXHHYECKHX yeTpoiicTs n | PadoTa Nel padora Ne2 padora Ne3 padora
00BEKTOB U MPOILIECCOB | CUCTEM
10 TUIOBBIM
METOLHKAM, B TOM [1K-1.2. Bnaneet HaBbIKAMH
KOMITBIOTEPHOTO
Hmce © MOJICJIUPOBAHUSA
e p—— Kontponbnas | Kontponbnas | Kontponbnas | KonTtponbHas Tecr, ycTHbIIT 0poc
pabora Nel pabota Ne2 pabota Ne3 pabora
CTaHJaPTHBIX TTAKETOB
MPUKJIAHBIX TPOTpamMM

CPC — camocrosiTenbHas paboTa CTYJEHTOB;

KP — kypcoBas pabora;

KII — xkypcoBo# ITpOEKT.

2.2. lloka3zareiu ypoBHell ¢popMUPOBAHHOCTH KOMIIETEHIINI HA dTanaxX UX (JOPMUPOBAHUS, ONMUCAHHE IIKAJI OLIEHUBAHUSA
2.2.1. Iloka3aresin ypoBHeH c(hpOPMUPOBAHHOCTH KOMIIETEHI[UI HA 3Tanax ux GOpMHUPOBAHUSA

Pe3y.]'IBTaTOM OCBOCHUA OUCHHUILINHBI OOGecreueHnue HH(bOpMaL[HOHHOﬁ 0e30MacHOCTH B I/IH(l)OpMaI_II/IOHHBIX CCTAX SABJIACTCA YCTAHOBJICHHUC OJHOI'O U3

YpOBHEH c(hOPMHPOBAHHOCTH KOMIIETEHIIMH: BBICOKUH, TOBBIIIICHHBIH, 0a30BBIN, HU3KHUIA.

Taoauna 3




YpoBennb

YHI/IBepcaJ]bele KOMIICTCHIIMHU

OomenpodgeccuoHaabHbIE/
npogdeccuoHaIbHbIE

KOMIIETCHIINH

Bricoknii

(oIIeHKA «OTIIMIHOY, «3aUTCHOY)

C(bOpMI/IpOBaHI)I YCTKHC CHUCTCMHBIC 3HAaHUA U
OpeaACTaBJICHUSA 11O AUCIUIIIINHE.

OTBeThl Ha BOIIPOCH! OLICHOYHBIX CPEICTB IIOJIHBIE U
BEpHBIE.

JaHbl pa3BepHYTblE OTBETHl HA JOIOJHHUTEIILHBIC
BOIIPOCHI.

OO0y4aromumcst MPOJIEMOHCTPUPOBAH BBICOKUH
YPOBEHb OCBOCHUS KOMIIETEHIIMH

OOyuaromuMmcsi  yCBOGHAa  B3aWMOCBSI3b  OCHOBHBIX
MOHATHA JUCUUIUIMHBI, B TOM YHCJIE JUIS PEHICHUS
PO ECCHOHATTLHBIX 3a1ad.

OTBeETHI Ha BOIIPOCEHI OIICHOYHBIX CpEacCTB

CaMOCTOSITEIbHBL, HCYEPITBIBAIOLINE, coJiepKaHue
BOITPOCA/3a1aHMsl OLICHOYHOTO CPEACTBA PACKPHITO TOJHO,
npodeccCHOHAIbHO, TpamMoTHO. JlaHBl  OTBeTHI  Ha

JONOJHUTCIIBHBIC BOIIPOCHI.

OOyuaromuMcsl POJEMOHCTPUPOBAH BBICOKUH YPOBEHb
OCBOEHUS KOMITETEHITUH

TloBBIIEHHBII

(OLIeHKa «XOpOoI1o», <<3&‘ITCHO»)

3HaHUS W TPEACTABICHUA IO  JUCHUIUIMHE
c(hOpMHUPOBAHBI Ha MOBBIICHHOM YPOBHE.

B orBeTax Ha BONPOCHI/33/IaHUsI OIIEHOYHBIX CPEJICTB
M3JI0’)KEHO TOHUMAaHME BOIIPOCA, NaHO JOCTaTOYHO
MoJIpoOHOE OMHCaHHWE OTBETA, MPUBEACHBI U PACKPBITHI
B TE3UCHOU (pOpME OCHOBHBIC TIOHSITHSI.

OTBeT oTpakaeT IMOJHOE 3HAHHWE MaTepHala, a Takxke
HaJIM4YUe, C HE3HAYUTEIFHBIMU MPOOeaMu, YMEHUHN |
HaBBIKOB MO H3y4aeMoOll AUCHHUIUIMHE. JlomycTUMBI
e/IMHUYHBIE HErpyOble OINOKH.

OOyuaromuMcs TPOICMOHCTPUPOBAH TOBBITICHHBIN
YPOBEHb OCBOCHHS KOMIICTCHIIUH

ChopmupoBanbl B  1€JIOM CHCTCMHBIC 3HAaHUS H
MPEJCTABIICHUS IO TUCIUTUIMHE.

OTBeTsl Ha BOMPOCHI OILIEHOYHBIX CPEACTB TOJHEIE,
IPAMOTHBIE.

[IponeMOHCTpUpPOBaH MOBBILIEHHBI YPOBEHb BIIAJCHUS
NPaKTUYECKUMH YMEHHUSIMU 1 HAaBBIKAMHU.

JonycTiMbl eIWHUYHBIE HETpyOble OLIMOKM II0 XOXIy
OTBETAa, B IPUMEHEHUH YMEHHUI 1 HABBIKOB

bazoBrrit

OtBer OTpaXa€T TCOPCTHUYCCKUEC 3HAHUA OCHOBHOI'O

O6yqa}0mnﬁcsl BJIAACCT 3HAHUAMU OCHOBHOTO MaTcpuall




YpoBennb

YHI/IBepcaJ]bele KOMIICTCHIIMHU

OomenpodgeccuoHaabHbIE/
npogdeccuoHaIbHbIE

KOMIIETCHIINH

(omIeHKa «yIOBIETBOPHUTEIHHOY, «3aU4TEHO)

MaTepuaia JUCIHUILUIUHBI B 00beMe, HEOOXOIUMOM JIIsI
nansHenmero ocsoenus OITOIT.

OOydJaromuiicss JOIMyCKaeT HETOYHOCTH B OTBETE, HO

oOilamaeTr HEOOXOOWUMBIMH  3HAHUSAMH I HX
yCTpaHEHHUS.
Ob6yuatomumcst MIPOJAEMOHCTPUPOBAH 0a30BBIi

YPOBEHDb OCBOCHUSA KOMIICTCHIINU

Ha 6a30BOM YpOBHE.

OtBeThl Ha BOIIPOCHI OLICHOYHBIX CPEACTB HCIIOJIHBIC,

JIOTTYIIIEHBI CYIIIECTBEHHBIE OIITOKH.
[IponemoHcTpupoBaH  0a30BBIf  ypOBEHb  BIAJIEHUS
IMPAKTHYCCKUMHU YMCHHUAMU u HaBBbIKaMH,

COOTBETCTBYIOIINH MUHUMAIBHO HEOOXOAMMOMY YPOBHIO
IUISL pelIeHus! Mpo(ecCHOHANBHBIX 3a1a4

Huzkuii
(o1IeHKA «HEYAOBICTBOPUTEIHLHOY,

«HE 32YTCHOY)

JeMOHCTpUpYET MOJHOE OTCYTCTBUE TEOPETUUECKUX 3HAHUI MaTepuaa JUCLMIUIMHBI, OTCYTCTBUE MPAKTUYECKUX

YMEHUUI U HABBIKOB

[lokazarenn ypoBHeill c)OpMHUPOBAHHOCTH KOMIETEHIHMH MOTYT OBITh M3MEHEHBI, JOIOJHEHBl W aJalTHPOBaHbBl K KOHKPETHOHW pabodell mporpamme

JIUCLIUILINHEL.




2.2.2. Onucanue MKaJ OLeHUBAHUA
B ®I'bOY BO «AI'TY» BHegpeHa MOLYIbHO-PEUTHHIOBAsI CHCTEMA OLEHKH y4eOHOU NesTeIbHOCTH

CTYJEHTOB. B cOOTBETCTBUY C 3TOI CHCTEMOI MPUMEHSIOTCS TATHOANbHAS, TBAANATHOATBHAS M CTOOATbHAS

LIKaJIbl 3HAHUM, YMEHUM, HaBBIKOB.

IIxaJjbl onleHUBaHUA

xR

(a5

= Kpurepun onennBanns
= B
< <
= 8 S
) = jas]
= = )
< <
S 5 s
= ¢ t}
= < o
w 0q =
= = 5]

[Toxa3pIBaeT BHICOKUI ypOBEHb C(HOPMUPOBAHHOCTU KOMIIETEHIIUH, T.€.:

a ()
2 S

o
L§ N | — IPOAEMOHCTPHUPYET IIyOOKOe U IPOUYHOE YCBOCHUE MaTepHaa,
o 3 Y — HCYEPHBIBAIOINE, YETKO, IOCIENOBATENbHO, IPAMOTHO W JIOTHYECKH
A ~ ~ CTPOMHO M3J1araeT TeOPETUYECKHI MaTepual;
§ E § — INPaBUWIBHO (OPMHUPYET OINPEAETICHHS;
E E § E EE — JIEMOHCTPUPYET yMEHHS CaMOCTOSTENFHOH paboTBl ¢ HOPMAaTHUBHO-
B E B o o
S S 5 o 5 MIPaBOBOM JINTEPATYPOH;
¥ v © v © —  YMEET JeNaTh BBIBOABI M0 U31aracMOMy MaTepHaly.
2 [ToxazpiBaeT JOCTATOYHBIN YPOBEHb CPOPMUPOBAHHOCTH KOMIIETCHIINH, T.€.:
o
5 S &
=
8 . ' — JEMOHCTPUpPYET IOCTaTOYHO IIOJIHOE€ 3HAHUE MaTepuasga, OCHOBHBIX
< 9 R TEOPETUYECKHUX MOJIOKEHHH;
I IR I — JIOCTaTOYHO TIOCNIENOBATEIbHO, TIPaMOTHO JIOTMYECKH  CTPOHHO
g CE]) g H3JaraeT MaTepual;

m ) 9 .

% % S % S — JIEMOHCTPHpPYET YMEHUS OPUEHTHPOBATHCS B HOPMAJIBHON JIUTEPATYPE;
< ~ é < 5 — yMeeT Jenarh JOCTaTOYHO OOOCHOBAHHBIE BBIBOJBI MO H3JIaraeMOMYy

MaTepuany.

[Toka3bIBaeT MOPOTOBBIH YPOBEHb CHOPMHUPOBAHHOCTH KOMITETCHITUH, T.€.:

S S S
z = z
5 E E o4 —  JEMOHCTpHUpYeT o0llee 3HaHUE N3y4yaeMoro MaTepHaa;
]
£ s g £ 8 — UCHBITBIBACT  CEepbe3HBbIE  3aTPyJHEHHMS  OpU  OTBETaX  Ha
§ §‘ = § é JIOTIIOJIHUTENBHBIE BOIIPOCHI;
[t}
&5 § 5 < &5 3 — 3HAET OCHOBHYIO PEKOMEHIAYEMYIO JIMTEPATYPY;
= 5 = o
25| 2. g — YMEET CTPOHUTb OTBET B COOTBETCTBUM CO CTPYKTYPOM H3JIaraeMoro
RO | x AN N ©
T | S 8 MaTepuaia.
I I I
A A A CraBuTcs B ciiydae:
S S S
= = =
5 5 5 — HE3HaHUS 3HAYMTEIbHON YacTH MPOTPaMMHOr0 MaTepHaa;
= = = o
= = = —  HE BJAJICHUS NOHATHITHBIM aNapaToM JTUCIUILINHBL
2 8 = € m — JONYIICHUS CYIIECTBEHHBIX OMIMOOK NpPU H3JI0KEHUH Y4EeOHOTO
E o E g E g MaTepuana;
g 28| 2 é g § — HEYMEHHE CTPOUTh OTBET B COOTBETCTBHM CO CTPYKTYpPOM H3JIaraeMoro
25| 25 SO .
BOIIPOCA
28| 25 | B pocd;
T N | T an i — HEYMEHHE JeNaTh BBIBOJBI [10 U3J1araéMOMy MaTepuay.
I I I




3.

TunoBbie KOHTPOJIbHBIC 3aJaHUS, HHbIC MaT€PHUAJIbl H METOAHYECCKUEC PEKOMEHAAIIUHA,

Heo0XoaMMbIe 1JIs1 OlleHKH ¢(pOPMUPOBAHHOCTH KoMIleTeHUMid B mpouecce ocsoeHuss OITOIT

ogakrwpdE

©oOoN O A

~w

3.1. 3agaHus ¥ BONPOCHI 1JIsl BXOJAHOT0 KOHTPOJISA

[TonsTre uHGOpPMAITHIH.
Cucrema yrpaBiieHUs HHPOPMAITHOHHOM O€30TTaCHOCTHIO.
[TonuTuka HHPOPMAIIMOHHON| OE30MaCHOCTH.
HNudpactpykrypa napopMalnoHHON 0€30MacHOCTH.
®duznyeckas 0€30MacCHOCTh U 0€30MaCHOCTh OKPY KAIOIIEH Cpebl.
VYrpapiieHue 10CTyIOM K CUCTEMaM.
3.2.1. ATrecTallHOHHAsl KOHTPOJILHas padora Nel
OcHOBHBIE TOHATHUS HHPOPMALIMOHHON 06€30IaCHOCTH.
ABTOMaTH3upoOBaHHas cucTteMa 00padboTku nHpopmarmu. [Ipencrasienue naGopmaruu B AC.
bazoBeie cBoiicTBa HH(DOpPMAITIH
JHomnyck k uadopmaru. bazoBbie moHSITHS
Omnpenenenue yrpo3bl 6e3onacHoctu it AC. [IpoTuBoaeiicTBre yrpo3am 6€30MacHOCTH
Knaccudukammss Bo3MOXHBIX yrpo3 wuH(popmannonHoit Oe3zomacHoctn AC. BaxxHbie cBoiicTBa
WHPOPMALIUH U CHCTEM ee 00paboTKH.
VYpoBHH A0oCcTyna K HHPOpMaIK. AHAIN3 yrpo3 HHHOPMAIMOHHOW 6€301aCHOCTH.
bazoBas sTanoHHass MOJIENTb B3aUMOAEHCTBHUS OTKPBITBIX CUCTEM
[Iporoxon. CeTh Kak HAOOP MPOTOKOIIOB
Crex nporokonoB TCP/IP. CootsetctBue yporueii creka TCP/IP yposusam momenu OSI.
IP appecanms. Knaccel IP ceteii. Xapakrepuctuku kinaccoB IP-aapecos. Beigenennsie IP-aapeca.
3.2.2. ATrecTallMOHHAs KOHTPOJIbHasi padoTa Ne2

[mro361 1 MocThl. Macka noacetn. [loacetn ? mepBbIif 0aCTHOH 3aIIUTHI.
Wureprer npotokoisl: IIporokon mepecsiiku ¢aiiiioB FTP; TIporokon Telnet; TIporokon SNMP;
ITpotoxonm SMTP; CereBas ¢aiinosas cuctema NFS; IIpotokon mepemaum rumeprexcra (HTTP);
Cepsuc DNS.
Cxema MHKaICyJISIMU TaHHBIX B cTeke mpotokosioB TCP/IP. ARP-Tabnuia.
[IpoGiembr OezomacHocTH |P-ceteit. Yrposel Oe3omacHoctu IP-cereii. AHanmu3 yrpo3 ceTeBoi
0e301acHOCTH.
CereBble ataku: lloacnymmBanue; M3meHenue naHHbIX; AHanu3 cereBoro Tpadwuka; I[logmena
JnoBepeHHoro cyonekra; ITocpeanndectBo; Ataka man-in-the-middle; TTepexsar ceanca; ITaposbHbIe
araku; YraJaplBaHHe KiII04a; ATaku Ha ypoBHe mpuioxeHuit; Otka3 B obcmyxusanuu (Denial of
Service, DoS); CereBast pa3Beaka; 310ynorpeOieHne 10BepUeM.
YTpO3bl U YSA3BUMOCTH MPOBOJTHBIX KOPIIOPATUBHBIX HHPOPMAITMOHHBIX CHCTEM.
Yrpo3sl U ysA3BUMOCTH O€CIpOBOAHBIX ceTed. Touku gocTymna B OECHpOBOJIHBIX ceTsAX. Bemanue
pazuoMasika.

3.2.3. ATTecTallMOHHAS KOHTPOJIbLHAasi padoTa Ne3
CrniocoObl obecrieuenrs: nHGOpMaMoHHOH Oe3omacHocTH. KommiekcHelid noaxon. Heobxonumocts
MPUMEHEHUS CTaHAAPTOB
Kpunrorpadus. ludposanue ¢ 3akpeITeiM KitouoM. [loHstre nuddysuu u koHPysuu. CTpykTypa
ITOpUTMa CUMMETpUYHOTO mudpoBanus. Kpunroananus. Mcnoiabp3dyemMble KpUTEPUH TIPH pa3padoTKe
anroputmoB. Cetp @etimrens. [lorstue caaboro kmoya.
AcumMerpruuHoe mrppoBanue. OCHOBHBIE NPHHLMIIBI ITOCTPOSHHUS KPHUIITOCUCTEM C OTKPBITHIM
KIt04oM. OCHOBHBIE aITOPUTMBI IOCTPOCHHUS CUCTEM C OTKPBITHIM KITFOUOM.
OnexktpoHHas um¢poBas mnoAmuck. llens ayTeHTHHUKAIMK BIEKTPOHHBIX JOKyMeHTOB. Popmar
ANIEKTPOHHOHN LudpoBoi moanucu. Xsm-¢pyHkuus. OgHO HampasieHHble Xd3HI-QYHKUUH. OCHOBBI
MOCTPOCHUS XAII-QYHKITHH.



ISR .

14.
15.

16.

17.
18.

19.

20.

21.

22.

23.

24,

25.
26.

27.

3.2.4. CniucoK BONMPOCOB K IK3aMEHY
OcHOBHBIC TOHATHS HHOOPMAITMOHHOH 0€30TTaCHOCTH.
ABToMaTH3MpOBaHHas cucteMa oopabotku nHpopmanuu. [Ipencraienue napopmarnun B AC.
bazoBeie cBoiicTBa HH(DOpPMAITIH
Homyck x uHpopManmn. bazoBrie moHATHS
Onpenenenue yrpossl 6e3onacuoctu mist AC. [IpotuBozeiicTBie yrpo3am 0e30MacHOCTH
Knaccudukanus BO3MOXHBIX Yrpo3 uHpopManuoHHOH Oe3onmacHoctn AC. Baxknple cBoicTBa
nH(pOpPMAITUH U CHCTEM e¢ 00pabOTKH.
VYpoBHH AocTyna K H”HPOpMauu. AHAIN3 yrpo3 HHHOPMALMOHHOW 6€301aCHOCTH.
BazoBas sTanonHas Mozenb B3aUMOACHCTBHSI OTKPBITHIX CUCTEM
[Ipotokomn. CeTh Kak HAOOp MTPOTOKOJIOB
Crek nporokosioB TCP/IP. CootsetctBue yposuei cteka TCP/IP yposasim mogenu OSI.
IP anpecaums. Knaccer IP cereit. Xapaktepuctuku knaccoB |P-anpecos. Beinenennsie IP-agpeca.
11Iro361 1 MocTEI. Macka moacetn. [loacetn ? iepBhIi OACTHOH 3aIIUTHI.
Wureprer mpoTokoasl: IIporokon mepechuiku ¢aitmoB FTP; Ilporokon Telnet; IIporokonr SNMP;
[Mporokon SMTP; CerteBas ¢aitnoBas cucrema NFS; Ilpotokon nepenaum runeprekcra (HTTP);
Cepruc DNS.
Cxema UHKaICYJIAIHMU TaHHBIX B cTeke mpotokosioB TCP/IP. ARP-ta6uia.
[IpoGmembr 6e3omacHocTH |IP-ceteit. Yrposer 6Ge3omacHoctu IP-cereit. Ananmms yrpo3 ceTeBoit
0€e30MacHOCTH.
CereBbie ataku: IlopcnmymmBanwe; V3meHeHuwe maHHbBIX; AHanmu3 cereBoro Tpaduka; Iloamena
noBepeHHoOro cyobekra; [locpeanunuectBo; Ataka man-in-the-middle; Tlepexsar ceanca; ITaponbHbie
araku; YraaplBaHue KiIo4a; ATaku Ha ypoBHe npwiokeHuit; Otkaz B oocmyxkuanuu (Denial of
Service, DoS); CereBast pa3Beka; 3710ymoTpeOIeHHE JOBEPUEM.
YTpo3bl U yA3BUMOCTH NIPOBOIHBIX KOPIIOPATUBHBIX HHPOPMALMOHHBIX CHCTEM.
YTpo3bl U yA3BUMOCTH OecnpoBOJHBIX ceTeid. Touku mocTyma B OecnipoBOIHBIX ceTsiX. Bemanue
panuoMasika.
Crioco0s1 obecrnieuenns nHbopManmoHHOW OezonmacHocTH. KomrutekcHbiit moaxoa. HeobxomumocTts
MIPUMEHEHUS CTaHAAPTOB
Kpunrorpadus. Hludposanue ¢ 3akpeiThiM KitouoM. [lonstue nuddysun u kondysuu. Ctpykrypa
aIropuT™Ma cuMMeTpuyHoro mudposanusi. Kpunroananus. Mcnonap3yemble KpUTEpUH IpH pa3padoTKe
anroputmoB. Cetp @etimrens. [lonstue caaboro kmoya.
AcummMerpruuHoe mtmdpoBanre. OCHOBHBIE NPHHIMUIBI MMOCTPOSHHUS KPUIITOCHCTEM C OTKPBITHIM
KIt04oM. OCHOBHBIE aITOPUTMBI IOCTPOCHHUS CUCTEM C OTKPBITHIM KITFOUOM.
OnexktpoHHas uu¢posas noanuck. llenb ayTeHTH(UKAIMKM 3IEKTPOHHBIX OOKyMeHTOB. Popmar
ANIEKTPOHHOHN IudpoBoi moanmucu. Xour-¢pyHkuus. OaHO HampaBieHHble XdoUI-QYHKIUH. OCHOBBI
MOCTPOCHUS XAII-PYHKITHH.
TexHonorun MmexcereBblx 3kpaHoB. DyHkumun MDO. Knaccudukanus MDO. Ounprpauus tpaduka.
Kpurepun anannsa uHbopMannoHHOro notoka. Bemonnenue ¢yHkuuii nocpeauundectsa. CriocoOb!
pasrpaHMYeHus] JIOCTyNla K pecypcaM BHEUIHEW/BHYTpeHHeW ceru. KommpoBaHue JaHHBIX.
OcobenHocTH QyHKIMOHMPOBaHUS MO Ha pa3znuyHbIX ypoBHAX moaeian OS|. BapuaHTbl UCTIONHEHUS
MD. Cxemsbl ceTeBoO# 3aUTHI Ha 0a3ze MD. GopMupoBaHHe MOJIUTHKNA MEKCETEBOTO B3aMMOJIEHCTBUS.
OcHoBHBIE cxeMbl noakmouyeHnss MD. IlepcoHanbHBIE U pacrpelelieHHbIE CeTeBBIE HSKPaHBI
[IpoGiiems! 6e30macHocTr MD.
Bupryanpapie 3amumenssle cetd (VPN). Tymmens VPN. VPN-kmuentr. VPN-cepsep. lnro3
6e3onacHocty VPN. BapuanTel mocTpoeHHsT BUPTYalbHBIX 3alUIICHHBIX KaHanoB. [locTomHCTBa
npumeHenus: Texaosorun VPN. Tlpotokonsl GpopMupoBaHHs 3alIMIIEHHBIX KaHAJIOB HA KaHAIBHOM
ypoBHe. IlpoTokonsl (opMHpPOBaHMS 3alUILEHHBIX KaHAJIOB Ha CEaHCOBOM ypoBHe. 25. 3amura
OECIIPOBOHBIX CETEH.
Ouznuecknii yposenb ctanaapta IEE 802.11. Cranmaptr WPA.
3amuTa Ha ceTeBoM ypoBHe. IIpoTokon IPSec. Apxurekrypa cpencts Oe3omnacHoctu IPSec. 3amura
nepeaaBaeMblX JaHHBIX ¢ mnomompblo mnporokonoB AH u ESP. Ilporoxon AH. Ilporoxon
WHKancynupyroiei 3amutel ESP. Anroputmel ayrentudukanun u mmdposanus B IPSec. Ctpykrypa
airoputMa HMAC. Tlporokon ynpasnenust kpunroxmouamu |KE. VYcranoenenne Oe3omacHoi
accormaruu SA. basel nanaeix SAD u SPD. OcHoBHbIe cxembl puMeHeHus [PSec.
Wndpactpykrypa 3amiuThl Ha NPHUKIATHOM YPOBHE. YTpaBieHHME HMIACHTU(PHUKALUEH M JOCTYIOM.
OcobeHHocTH  yrpaBlieHHss JOCTyrnoM. @OyHKIIMOHUPOBAaHHE CHUCTEMbI YIIPABICHUS JIOCTYIIOM.
CpencrBa ympaBieHus cereBbiM jgoctynoM. CpernctBa ympasieHus Web-moctynom. Opranmzarms
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3aIlUIICHHOTO YJAJICHHOTO J0CTyma. [IpoTOKONBI ayTeHTH(HKAIMKM YJAICHHBIX II0Jb30BATENICH.
LlenTpaar30BaHHbIN KOHTPOJIb yaajdeHHOro noctyna Ha npumepe TACACS.

KoHnnenmust amanTUBHOTO — yOpaBieHHWs OE30MACHOCTBIO. OTallbl OCYIISCTBICHUS aTakd Ha
WHPOPMALMOHHYIO cucTeMy. KoHIenusi aganTUBHOTO ympaBiieHHss O6e3omacHocThio. OOHapykeHHe
aTak. AJANTHBHBIA KOMIOHEHT. MoOfens aJanTHBHONW O€30MacHOCTH CEeTH. |eXHOJIOTHA aHaiu3a
3amumieHHocTd. CpelcTBa aHamW3a 3alUIIEHHOCTH CETEBBIX MPOTOKOJIOB W cepBucoB. (CpemcTsa
ananmu3a samuiieHHoctd OC. Meronsl aHanuza cereBod uHpopmaumu. Knaccudukamus cucrtem
oOHapyxeHus aTak. CUCTeMbI 0OHApYKEeHHsI aTak. MeToIbl pearnpoBaHusI.

Kommbroreprasie Bupychl W TpoOJeMbl aHTUBHUPYCHOW 3ammThl. Kiaccuukanmus KOMIBIOTEPHBIX
BUPYCOB. JKW3HEHHBIH UK BUPYCOB. BpemOHOCHBIC MPOrpaMMBbl JPYTUX THIIOB. AHTHUBUPYCHBIC
MporpaMMbl M KOMIUICKCHI. BHEIIHME NpU3HAKU NEATEIILHOCTH BHUPYCOB. MeTonbl OOHApyKeHUs
BHPYCOB. Buapl aHTUBUPYCHBIX mporpamMMm. Kpurepunm KadecTBa aHTHBHPYCHOH MPOTPaMMBL.
[MpodunakTudeckne Mepsl 3amuThl. [[OCTpOCHHE CUCTEMBl aHTUBUPYCHOW 3alllUTHl KOPIIOPATHBHOMN
CeTH.

3amaun ympaBlIeHHS CHUCTEMON CeTeBOM Oe30macHOCTH. APXUTEKTypa YHpaBIeHHS CpeACTBaMHU
ceteBoil Oe3zomacHocTH. KoHIenmms TI00aJbHOTO YIIpaBIIEHWS O€30MacHOCTBIO. | moGambHas
noJuTrKa 6ezonacHocTH. JIokanpHas NOIUTHKA 0€30MacCHOCTH.

TpeboBanus 1o  3ammre  HMHGOpPMAMKU  OT  HECAHKIMOHMPOBAHHOTO  JIOCTyHa  JJIs
ABTOMAaTHU3UPOBAHHBIX CHCTEM.

KomrutekcHblit moaxo K 3ammre uHpopMarmu. CpecTBa 3auThl HHHOPMAITUH.

DLP ? cuctemsl.

3a4eThl ¥ K3aMEHBI MOTYT OBITH IPOBEJCHHBI B MMCBbMEHHOH (hopMe, a TakKe B TUCbMEHHOH Qopme

C YCTHBIM JOIOJHEHHEM OTBETa. 3a4eThl CIyXaT (popMON NMPOBEPKM KauecTBa BBIOJIHEHUS CTYICHTAMU

7a00paTOpHBIX pPadOT, YCBOCHHUS CEMECTPOBOrO Y4YeOHOr0 MaTepuaia M0 JUCHHMILIMHE (MOMAYIIO),

MPaKTUIECKUX U CEMHUHAPCKHUX 3aHATHH (TIPU OTCYTCTBUH K3aMEHa 0 AUCIUITIIHHE).

Ilo wroram 3adera, COOTBETCTBHHM C MOJYJBHO — PEUTHHIOBOM CHUCTEMOH YHUBEPCHUTETA,

BBICTABJISIOTCS OAJLIBI C IMOCJICAYIOINUM IIEPEXOAOM II0 HIKAJIC 0asIel — OIICHKH 3a 3a4CT, BBICTaBIISIEMbBIHN

KaxKk II0 HaAaMMCHOBAHHIO «3a4YTCHO», «HC 3a4TCHO», TaK H Z[I/I(b(bepeHHI/IpOBaHHO T.€C. C BBICTABJICHUCM

OTMCTKHU II0 CXEME — «OTJIIMYHO», «XOpOIIO», «YAOBJIICTBOPHUTCILHO» U «HCYIJOBJIICTBOPUTCIILHO,

oTpeJieisieMoe pellieHreM Y YeHOT0 COBEeTa YHUBEPCUTETA U ITPONMCHIBAEMOTO B Y4eOHOM ILIaHE.

Kpumepuu  oyenxu  yposus  cgopmupogsannocmu — Komnemenyusi 01 NpoGedeHus

aK3amena/Ouggepenyuposanio2o 3auéma (3auema ¢ OYeHKol) 3agucsim om ux Gopm npogeoenus (mecm,

80NPOCHI, 3A0AHUsL, peuleHue 3a0ay U m.o.).



