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COJEPKAHHUE

O6nacTh TPUMEHEHMS, e U 331294 (YOH/IAa OLIGHOYHBIX CPEACTB

Oricanye TOKazarene#l M KpHTepPUEB OLEHUBAHUSA KOMIETCHLMH, GopMupyeMblX B Iponecce
OCBOCHHS AUCLMIUTUHEL (MORYIIA)

TlepeueHs KOMITETEHIHIT ¢ yka3aHueMm 3Tarnos ux GopmepoBauus B nporecce ocsoenus OIIOIT
Dransl GopMUpOBaHUS KOMIIETCHLIMHA

Tokasares ypoBHeH CQOPMHPOBAHHOCTH KOMIIETSHUMH Ha STamaX uX (OpMHpOBaHUf,
OIFICAHME IIKAJ OICHUBAHMS

Iokazarerm ypoBHeit chopMHEPOBAHHOCTH KOMIIETEHIIMH Ha yTanax ux

thopmupoBaHU

Omnrcanue mxaI OLCHUBAHUS

THIIOBBIC KOHTPOJbHBIC 3afaHWs, WHBIE MaTepuanbl KW METONWYECKHE PEKOMEHIALUH,
HeoOX0AuMBIe 1Sl OLIHKH COPMHPOBAHHOCTH KOMITETEHIIMH

B mporiecce ocoerms OTTOTT ;

3angaHus U BOIPOCH! 1A BXOJHOI'O KOHTPOJIE

OneHOUHBIE CPEACTBA H KPUTEPHH C(HOPMUPOBAHHOCTH KOMIETEHIMH

Bajanus Uit IPOMEXKYTOYHOU aTTecTauny (3a4eTa 1 (WIH) SK3aMeHa)

1, OGsacte NpUMEHEHN S, HeaH | 3372494 (OHIA OLEHOYHBIX CPEACTR

®onn oueHounbx cpencts (POC) saBaseTcs HEOTHEMITIEMOH 4YacThbio pabouell IporpamMMbl JUCLMIIIAHEI
«BupTyaibible YaCTHBIE CETHY Y MPeJHA3HAYCH [/ KOHTPONIA M OLEHKU 06pa3soBaTe/IbHBIX JOCTIKEHHH
ofyqarowpxes (B T.4. 10 CaMOCTOSTENBHOH pabote cryneHtos, aanee — CPC), OCBOMBIIMX MpOTpamMMmy
JAHHON TUCUMILIMHEL, '

Liensio GoHma OLEHOYHBIX CPEACTB SBJIASTCS YCTAHOBICHWE COOTBETCTBHS YPOBHS IOArOTOBKH 00yHarommXcs
tpebosarmam GI'OC BO no HanpasieHuo HO)IFOTOBKH/cneuHaanOCTH (Yxazeieaemca KOO U HAUMEHOEAHUE

HANPABIIeHUA NOO20MOSKU/ CHEYUATLHOCTHY.

PaGoueit mporpaMMoit JTUCIUITINHE! « BUPTYanbHbIE YACTHEIE CETHY HPEAYCMOTPEHO GOPMHPOBAHHE CIIEYIOLIMX

KOMIIETEHIHH:

OIK-9-Cnocoben pewiats 3anadu HpO(bGCCHOHaI[bHOH JISATENIGHOCTA ¢ YYETOM TEKYHIeTO COCTOSHUA M
TeHACHIUY Pa3BUTHS HHOOPMALMOHHBIX TeXHONOIMH, CPECTB TEXHHYECKOH 3aIHThl HH(OPMaLH, CeTel U

CHCTEM Tiepeiaur MH(QOpMAaIvH.

2. Onucanne nokasarelieil H KpATEpHEB ONECHUBAHNA KOMIETeHIH, (OPMHPYEMbIX B HPOECCE OCBOCHMSI

AHCHATLIIMHBLI (MOXYJIA)




2.1. Mepeuens KoMNeTeHNMIl ¢ yKa3aHHEM 3TaNoB uXx opmuposanus B nponecce ocsoennsa OIIOIL

OIIK-9-Criocober  peinarts
3agaud  TpodecCHOHANBHON
HCATEIBHOCTA € y4eTOM
TEKYIIero  COCTOSHMI M
TeHIeHUMH PasBUTHI
naGOPMATHOHHBIX

TEXHOJIOTHH, CpeACTB
TEXHUYECKOU 3AnTHTEL

nepeaaqyur I/IH(I)OpMaHI/II/I.

uHbopMaIK HA OTJIHIHO.

Tadnmma 1
‘ ‘ ’ ‘ Ko v nauMeHoBakie . . : = 3 ‘
Kon u papMeHoBaHue V ' Hapnvenosanue KOHTPOJIMPYEMBIX pa3ieiion
i i e HHIHKATOPa JOCTIKeHIS Kpurepun onenvipanus i J
GOpMHUPyeMOi KOMIETCHIHK (opMHpYeMOH KOMIeTeHIT g ' TeM G
OT1K-9.1.2- sgaer criocobnl - 3HaTh CIIoco0bI xomupoBanua | Tema 1: Brenenue B TexHomoruro VPN. -
KOAMpOBaHUA MHQOPMAIMK. | MHPOPMAIMY Ha YAOBJIETBOPUTEILHO. Tema 2: «CxeMa ¥ IOJTHTHUKA 0€30IIaCHOCTH
- 3HATH CrIoco0bI xonuposanmsa | VPN,
uHbOpMaUK Ha XOPOLIO. Tema 3: Tynaenuposanue B VPN.
- 3HaTh CrocoOb1 koaupoBanus | Tema 4: CTaHZapTHBIE ITPOTOKOIBL CO3TAHIS.

Tewma 5: IIporoxon L2TP.
Tema 6: IIporokon IPSec.
Tema 7: Iporokon OpenVPN.

mH(OPMAIIIH, ceTell M CUCTeM

OIIK-9.2.1-ymeer
AHANM3UPOBATH OCHOBHEBIE
XapaKTepUCTUKHU U
BO3MOYKHOCTH
TENEeKOMMYHHKALMOHHBIX
CHCTEM.

- YMEeTb aHaIHU3UPOBATH OCHOBHBIE
XapaKTepHCTHKH W BO3MOMHOCTH
TeJIEKOMMYHUKAITHOHHBIX CHCTEM Ha
YAOBJIETBOPUTEIHHO
YMeTh aHAT3UPORATE OCHOBHEIS
*XapaKTEPUCTHKH F-BO3MOXKHOCTH
TeJIEKOMMYHHUKAITMOHHBIX CHICTEM Ha
XOpo1o.
- YMETh aHAIIM3UPOBATH OCHOBHBIE
XapaKTePUCTHKY ¥ BO3MOKHOCTH
TEJIEKOMMYHUKAITHOHHBIX CHCTEM Ha
OTJIHYHO.

Tewma §: Toronorun BUPTYyaNnbHLIX YaCTHBIX
ceTeli.

Tema 9: TIpaBoBbIe aCHIeKTHI IPAMEHEHS
texuomornu VPN. )

Tema 10: Vipariesre KpunrorpadraecKaMu
KIIOYaMH B BUPTYIBHBIX YaCTHBIX CETSX.
Tema 11: TpeOoBaHus K IPOTYKTaM. ﬁ

HocTpoeHwst BUPTYaATbHBIX 9aCTHBIX CETEH.

OIIK-12. Cmocoben
MPUMEHATH 3HaHHA B 00JaCTH
Ge3omnacHOCTH

BBIYHCITHTENBHBIX cetel,
OTIepAllOHHBIX CHCTEM H (a3
JAaHHBIX @pu  pa3paboTke
ABTOMATH3HPOBAHHBIX CHCTEM

OIIK-12.1.2-31aeT MPHHLUIIBE
TTOCTPOSHUS 1
OYHKIMOHMPOBAaHUS
JIOKATLHBIX ¥ TTI0GATHHEIX
BBIYHCIIUTEIBHBIX CeTeH

3HATh MPUHIAIE] TOCTPOSHHAL U
(YHKIMOHUPOBAHMS JIOKAIBHEIX U
r700aNBHBIX BBIYUCIUTEIIBEHBIX ceTel Ha
YXOBJIETBOPHUTEIIBHO.

- 3HATH TIPHHLHIE] TIOCTPOCHHS
GYHKNMOHMPOBAHUA JIOKATBHBIX U
rIoGaTbHEIX BRIURCIATEBHEIX ceTell Ha

Tema 12: PemeHus JUIsl IOCTPOSHHS
BAPTYANBHBIX YaCTHBIX CETeM.

Poccwuiickre POIyKTHE U1 CO3TAHMS -
BUPTYaJIGHBIX YACTHBIX COTEI.

Tema 15: Buzpl BUPTyanbHBIX YaCTHBIX ceTell.

! Haumenosanus pasdenoé u mem Q0ndicen COOMEEmCmaeo8ams pabouei npozpamme OUCYUNTUHBL.




XOPOIIO.

- 3HATH TIPUHLIUTIBI TOCTPOSHHUS U
(PYHKIHMOHMPOBAHYA JTOKAIBHBIX M
roOaBbHBIX BEUMCIUTENBHBIX ceTell Ha
OTJIMYHO




C(I)OpMI/IpOBaHHOCTI: KOMICTECHIIUHN 110 JUCUHIUIAHE «B UPTYyaibHEIC HaCTHBIC CETH» ONPCACNICTCA Ha CIACTYIONINX STarax:

2.1.2. Dransl GopMupOBAHAA KOMOETECHIHI

1. Dtan Tekymux arrecrawuii (/s nposedenun mexyuux ammecmayuii mozym Oelins UCNONLI06AHLL OYEHOUHBLE CPEOCHIBA, YKA3aHHbIE 6 pasoene 2)
2. DTan NPOMeKYTOUHBIX arTecranuil ([ npoeedenus npomedcymounol ammecmayuu mo2ym Gelite UCHOAbI0EAHBL OPY2UE OYEHOUHBIE CPEOCHIBA)

_Tabamna 2

OI1K-9.1.2- 3naer cr1ocobpl KOARPOBaHT HHGOPMAaLIHY. Koumponwvua | Konmponsra | Koumponenas
; B ‘ s paboma s paboma paboma
OIIK-9 | OIIK-9.2.1-yMeeT aHATU3HPOBATH OCHOBHEIC XaPAKTEPHCTHKH U 80MPOCH]
Y p P p | Koumponvna | Kowmponvnaa P onst
BOZMOKHOCTH TEJIEKOMMYHUKAIMOHHBIX CHCTEM. Konmponona HET nposedenus
: o A paboma paboma
A paboma - 3quema
OTIK-12 OTIK-12.1.2-35a€eT MPHUHIMIIL] TOCTPOCHHUS B (YHKLHMOHHPORAHMS Koumponvna | Kowmponevua | Konmponeuas
JIOKAIBHEIX ¥ IIIOGATHHEIX BEIYUCIUTENIBHBIX CeTelH 1 paboma 52 paboma paboma

CPC - camocrosTenbHas paboTa CTyJCHTOB;

KP — xypcoras pabora;
KII — xypcoBOH IPOEKT.




2.2. Hokasarenn ypoBHeil cpopMHPOBAHHOCTH KOMIETEHIAH HA 3Tanax HX (PopMuUpOBaANNS, ONHCAHNE KA OUCHUBAHUS

2.2.1. HHokaszarenn ypoBHeH ¢popMAPOBAHHOCTH KOMIETeHIHI Ha 3Tanax ux GopMupoBanus

PesynpTaToM OCBOSHHSA AMCLUIUIMHEI (BHPTYaNbHblE YACTHLIE CETH) SABJAETCS YCTAHOBJIEHME OINHOTO W3 YPOBHEH CHOPMUPOBAHHOCTH KOMIIETEHIMI:
BLICOKMHM, IIOBBIIICHHEIH, 0a30BbIHA, HIU3KHH.

TaGmuua 3

~ Obmenpod

Beicoxuit
(OLEHKA OTIIMIHOY, «3AYTEHON)

ChopMUpOBAHBI YETKIE CHCTEMHBIC 3HAHUS 1 IPE/ICTABICHN

10 IMCLMILITHHE.
OTReTHI Ha RONPOCH! OLIEHOYHBIX CPEJICTB MOJIHBIE U BEPHEIE.
JlaHb! pa3sBepHyTHIe OTBETH Ha JONOIHHTEIBHBIE BOIIPOCH.
OGyuaromumes NPONEMOHCTPHPOBAH BBICOKMH  YpOBEHB
OCBOCHMS KOMIICTCHIIUH

NOHATUH
JUICHHMIUTAHEL, B TOM YUCIIe TS peUIeH:s MPOQeCcCHOHATBHBIX 3aa4.

OOyvaromuMcsi  yCBOSHa  B3aMMOCB3b  OCHOBHBIX
OtBeThl Ha BONPOCHI OIEHOYHBIX CPENCTB CAMOCTOSTCHBLHEI,
HCUEPIBIBAIOLINE, COAEPKaHNe BONPOCA/3aaHUsd  OLEHOYHOTO
CpelcTBa PacKphITO IONHO, MPOMECcCHOHANBHO, rpaMoTHO. JlaHbl
OTBETHI Ha JIOTIONHUATEIIBHEIE BOIIPOCHI.

O6y4aromuMcs IPOXEMOHCTPUPOBAH BHICOKHUM YPOBEHB OCBOCHHSA

KOMIICTCHUHMK

TloBrnmeHanIA
(OLIeHKa «XOPOTIOY», «3aUTSHO»)

3HaHHA W OPEACTABICHNS TIO JUCHUIUTUHE C(bOpMI/IpOBaHBI Ha
MOBBIIEHHOM YPOBHE.

B orBeTax Ha BOHPOCH/33JaHMA ONEHOYHBIX CPENCTB
H3II07KEHO TIOHMMaHKe BONPOCa, HaHO JOCTATOHO oapobHoe
OTIHCaHUe OTBETA, IPUBEICHDI ¥ PACKPHITHL B TE3UCHOH (opme
OCHOBHBIE TTOHATHA.

OTBeT OTpakaeT IOJHOC 3HAHHE MAaTepHana, a Takoke
HIMYUE, C HE3HAYUTCNBHBIME rpobenaMy, yMEHuH u
HAaBLIKOB [0 wW3ydaeMod  mucumruuee. JlomycTumsl
eIMHAYHbIC HETpyOBie ONIMOKH.

O6yuaiompMes TPOIeMOHCTPHPOBAH OBBIMICHHEIH YPOBEHE

| OCBOCHM KOMIICTCHIINA

CdopmupoBans! B LIeJIOM CUCTEMHEIC 3HAHHS M MPEACTABICHUS 110
JUCLHIUTHHE.

OTBeThl Ha BONPOCHL OLIEHOYHEIX CPECTE NONHEIS, IPAMOTHEIE.
TIponemoncTpupoBaH TOBBIIICHHBIH YPOBEHD BJIaNCHUS
NPaKTHYSCKUMY YMEHHAMH U HABBIKAMH. |
JomycTrvbl eAMHMYHEIE HErpyOble OIMOKM 11O xony OTBETA, B
MpUMEHEHHUY YMEHUI U HAaBBIKOB.

bazoBwiit | OmBeT OTpakaeT TeOpeTHHecKHe 3HAHUA OCHOBHOro | OOyqarouuiics BIajeeT 3HAHUAMH OCHOBHOTO MaTepHall Ha 6a30BOM
(OLiEHKA «Y[OBJIETBOPUTENBHO», | MaTepyaia IUCLWIUIMHEI B oObeMe, Heobxomumom misi | ypoBHe. OTBETH! HA BOUPOCH OLUEHOYHEIX CPENCTB HETONHBIE,
«3a49TEHOY) nanpreiimero ocoenws OITOIL. JIOTyHIeHsI cymecTreHHbe omubki. IlpogemoncTpruposan 6a30BbIit
OO6yyaromHiics OMyCKaeT HETOYHOCTH B OTBETE, HO 06/1aiaeT | ypoBeHbh BIAJCHMs TPAKTMYECKUMH YMCHHAMH H  HaBBIKaMU,
HEOOXOMMBIMYA 3HAHUAMH AJI HX yCTpaHeHu. COOTBETCTBYIOIMH MUHMMAIHHO HEOOXOIHMOMY YPOBHIO IS
OGyyarom@Mest  IIPOMEMOHCTPHPOBaH 0a30BBIH  ypoBeHB | pemienus npodeccHoHanpHbIX 3a1a
OCBOEHUSI KOMITETEHITHH
Huskuit JleMOHCTPHPYET TOIHOE OTCYTCTBUE TEOPETHHECKUX 3HAHUM MaTepHalia AMCHMIJIMHEL, OTCYTCTBHE IPAKTUYSCKHX YMEHUH U HABBIKOB

e———




(ouenxa
«HEYHOBIICTBOPHTETBHOY,

«He 3a4TEHOY)
Toxasarenu yporHeii cOpMIPOBAHHOCTH KOMITETEHLIHH MOT'YT OBITH H3MEHEHB!, JOMONHEHB] U 4JaNTHPOBAHbL K KOHKPETHOH pabouei nporpaMme AUCIIHILTHHEL.




2.2.2. Onucanue mWKAT ONCHHBAHAR

B ®I'BOY BO «AI'TY» BHenpeHa MOAYITbHO-PSHTHHTOBAS CHCTEMA OLEHKH Y4eOHOH JeATeNbHOCTH
CTYyeHTOB. B COOTBETCTBUM C STOM CUCTEMOH NpHMeHroTes raTndanbHas, ApaauaTudansyas v crobanbHas
HIKaJbl 3HAHWUA, YMCHUI, HABBIKOB.

Mixaapr oneHUBANHNSN

oxTudansHag
nsanuatuOanpyas
CcTOOALHAS

Kpm‘epnn O CHHBAHNNA

«OTiaunoy» - 18-20
«OTnuaso» ~ 85 —
100 6asuios

«QrnagEon - 5
OaJTOB

OaIIOB

TloxasbiBaeT BHICOKHUH YPOBEHb COOPMUPOBAHHOCTH KOMITETEHIUH, T.6.:

IPOJASMOHCTPHPYET MITyO0KOe U MPOUHOE YCBOSHHE MaTepuala;
HCYEPIIBIBAOIIE, YETKO, TOC/ISAOBATEe/bHO, IPAMOTHO M JIOTHYECKU
CTPOIHO U3NaraeT TeOPSTHUECKUH MaTepualT;

TpaBHABHO (GOPMUPYET OTIPeNeTCHU;

HEMOHCTPUPYET YMEHHUs CaMOCTOSTENBHOH paboTel ¢ HOPMATUBHO-
paBOBOH JIuTEPATYpoOl;

YMEET He7Iath BHIBOJIHI 110 M3/IAracMOMY MATEPHAY.

«Xopomo» - 70 - 84

«Xopouoy - 15 - 17
6annon

«Xopormo» - 4
Gannos

GALIOB

Tloka3bIBaeT ZOCTATOUHBIN YPOBEHD cPOPMUPOBAHHOCTH KOMIICTEHIHHA, T.€.:

JIIEMOHCTPHPYET [OCTaTOYHO ITOJHOE 3HAHME MAaTEepHalia, OCHOBHBIX
TEOPETHUECKHX TOIOKEHNUN;

OOCTATOYHO NOC/IENOBATEIIBHO, TPAMOTHO JIOTHYECKH CTPOWHO M3IaracT
marepua; ‘

JEMOHCTPUPYET YMEHHS OpPUSHTHPOBATECS B HOPMAIIBHOR IATEPAType;
yMeeT AeliaTh HOCTATOMHO OOOCHOBAHHBIE BBIBOXBI IO M3JIaraeMOMYy

MaTepuay.

«Y HOBIIETBOPUTEIBHON
«Y IOBNETBOPHUTENLHO
- 12 - 14 bamios
«Y JOBJIETBOPUTEIBHON
- 56 — 69 6amoB

- 3 Gatos

TMokassiBaeT OPOroOBEIA ypoBeHb CHOPMUPOBAHHOCTH KOMITCTEHIHI, T.€.:

OeMOHCTPHpPYET oOlee 3HAHME U3y4acMOro MaTepuala;

HCHBITHIBACT COPHe3Hble 3aTPYAHESHMS [TPH OTBETAX Ha NOIONHUTEIHHBIE
BOIIPOCHI,

3HAET OCHOBHYIO PEKOMEHIYEeMYIO JIMTepatypy;

YMEeT CTPOWTH OTBET B COOTBETCTBHHM CO CTPYKTYpOH W31araeMoro
MarepHana.

«HeynoBIeTBOPHTENBLHOY

«HeyIOBIETBOPHTENBHOY
- 1-55 Gannos

«HeynoBNeTBOPUTETEHOY
| - 1-11 6awios

- 2 BaioB

CrapuTes B citydae:

He3HaHWA 3HAYUTEIPHOH YaCTH IPOrpaMMHOrO MaTepuaa;

HE BIaJeHHA OHATUMHBIM anmapaToM JUCIHIUIHHBL,

HOMyIIEHHUs CYyLICCTBCHHBIX OWMOOK IIPXH M3JIOKECHMH yH4eOHOro
Marepuana;

HEYMEHUE CTPOUTHL OTBET B COOTBETCTBUM CO CTPYKTYPOH M3JIaraeMoro
BOIIPOCA;

HEYMEHHE JIeTaTh BHIBOAB! 10 H3JIAracMOMy MaTepuay.
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10.
11.

TrnoBble KOHTPONLHbIE 3AaAHNS, HHbIE MATEPUAJILI B METOAMYECKHE PEKOMEHAAIH, He00X0TUMbIE 151
OLICHKH CPOPMHPOBAHHOCTH KOMIETCH M
B mpogecce ocsoeruss OTIOIL
3.1 3apanuna ¥ BONPOCHI AJI1 BXOZHOT0 KOHTPOJIS
QopmanpHOE ONHUCAHUE CTPYKTYPEI MHPOPMALIMOHHON CHCTEMBL.
Cocrapnenue Monenu yrpos HHGOPMALMOHHOM CHCTEME.
dopmuposanvie TpeOOBaHUHN K CHCTEME 3aIIUTEL HHOPMALHH.
®opmuposanme TpeOoBaHuil K IOMUTHKE HHPOPMALMOHHON 6€30TIaCHOCTH.
DopmMupoBaHue perfiaMeHTa JeHCTBUN IPH BO3SHUKHOBEHHUN HEeIUTATHBIX CUTYaLdil.

3.2. Onenounble cpeAcTBa H KpuTepuu ¢HOPMHPOBARHOCTH KOMNETEHIHIT

ATTecTanHOHHAS KOHTPOJbLHAA pabora Nel

Cocras u wraccudnkanus cpencts odecnedenrs Ub o6vexTos.
BuptyarnbHast 4acTHAs CeTh: OCHOBHBIE NOHSTHS, UEITH CO3AAHMS, OTIPSACTICHHS, HOXOB!

OcHopusle 3ana4u Texnonoruu VPN. Coenudurka nocrpoenus VPN
VPN B nyOauuHBIX CETIX
Pazmuunbie noaxoas! k onpeneneuuio VPN, onpenenenue xommannu Check Point Software Technologies.
AnropurM pabotsi VPN-arenTos ‘

@Oynxuun VPN-arentos.

[Monutrku 6e3onacHoctr B VPN. Kpurepnu 6e3onacuoctr VPN.

Bapuantsl cozganus VPN (zaimm@HHble KaHalTbl, YaCTHbIE KaHAJbL, IIPOMEXKYTOUHBIC KAHAIIBI)
Hpumepsr nonuthk 6e3onacnoct VPN, :

MexaHu3M TYHHEMPOBAHHUS KaK OCHOBA IIOCTPOCHUS VPN OOGuumit IOXO K CO3AAHMIO TYHHENeH, QyHKUNH

KOHKPETHBIX MPOTOKOJIOB, YHACTBYIOIIHX B MPOLCCCE TYHHEIMPOBAHMA.

12.

OG@CHG‘I@HHC KOH@HHGHHH&HLHOCTI/I, TIOAJIMHHOCTH Y LEJOCTHOCTH IIPU UCTIONL30BAHKUY HHKAICYIAMHA

JaHHBIX.

13.
14.

el i IS el

— D

[N o Nl e

S

basopas cxema VPN. VPN-arentsl. @ynxuyn VPN-areHtos
Oyukiwn ripotokona [porokom PPTP, Komnonents: PPTP.

ATTecTAIHOHHAS KOHTPONBLHAs padoTa Ne2
OcHoBHBIE (DYHKINH ¥ XapaKTEPUCTUKY MPOToKosa. Yipasnenue L2TP-tynnenem.
Apxurexrypa IPSec. OyHKIvd, TPAHIMIT paboTsl, ciieHapuH npuMeHenus IPSec.
OcHoBHEI® (DYHKIUY U XapaKTeprUCcTUKY poTokoaa OpenVPN.
Tonomoruu Hub-and-Spoke VPN.
Tononorun VPN Trna "todka-Touka'.
INonuoces3neie Tonostorud VPN,
Tornosorua oMHOPAHTOBOM ceTi mpls-vpn.
Touxu fgoctyra, 6eCnpoOBOJHBIC MOCThL, aHTEHHBI ¥ BCIIOMOTraTeIbHoe 000pyI0BaHue,
KimnenTckue agantepsl Iy MOMKTIOYeHHs K OeCIPOBOAHBIM JIOKANBEHEIM CETAM.
VeTpoiicTBa yripasneHHs KOHTPosiA U 06Cny KuBaHs OecIIPOBOAHBIX JIOKAIBHEIX CETEH,

Ocobennocty Touek noctyna Enterprise knacca

ATTecrannoHHast KORTponbHag pabora Ne3
BapuaHTh! peanusalyiil. XapakTepHCTUKA OCHORHBIX CpecTB noctpoenus VPN,
Peanusaiius anropuTMOB CKOPOCTHOH KPUIITO3ALIUTEL.
1mro3pr 1 ximenTsr VPN,
VPN na Gaze ceTeRBIX ONEPALUOHHBIX CHCTEM.
VPN Ha Gase MapiipyTH3aTopoB.
VPN Ha Gase MeKCeTeBbIX 2KPAHOB.
VPN Ha 6a3se crienuaJIu3upoBaHHOrO POrPAMMHOTO 00eCIIeUeHHMs!.
ANNapaTHO-IPOrpaMMHbIH KOMINISKe 3atiuThi HH(opMauus "Konrunenr-K"

Bonpochl IpoBepKH 0CTATOYHBIX 3HAHMIM

OcHoBHBIE (DYHKIIMHE ¥ XapaKTEPUCTHKY npotokona. Vipasrernue L2TP-Tynnenem.
Apxwrextypa [PSec. @yrkumu, npusHiui paboTsl, crieHapuu npumenenns IPSec.
OcuoBubie QDYHKUHY H XapaKTepucTHKH poTokosa OpenVPN.

Tomonorud Hub-and-Spoke VPN.

Toronorun VPN THHa "Touka-Touka".



6. Tlonnocesznble Tononorau VPN,

7. Tomonorua ogHOPaHToBOM cetu mpls-vpn.

8. Kpunrorpaduueckuil ouio3.

9. Intranet VPN

10. 2. Client/server VPN

11. 3. Extranet VPN

12. 4. Remote Access VPN

13. 6. VPN-KoHCOpUUYM O BHPTYaJIbHBIX YaCTHBIX CETIX.

Kpurepuu oueHKd ypoBHS ChOPMUPOBAHHOCTH KOMIICTCHIWM TPY IIPOBENSHUH KOHTPOJIbHOH paboTsL:

- OLEHKa «OTIMYHOY. IPOJEMOHCTPHUPOBAHO IPAMOTHOE TOCIEJOBATENBHOE pelieHye 3anay (3ajanuil) npu
TIPaBUIIBHO BBIOpaHHOM anropurmMe. JlaHb! BEpHbIe OTBETHI Ha BCE BOIPOCH! ¥ YCIOBYS 3aa4 (3afauuit). [Tpu neoOxomumoctn
CHENIaHb! TIOSCHEHUS ¥ BLIBOALI (COIEprKaTesIbHBIC, NOCTATOYHO TIOJHBIC, NPABWIBHBIG, YUYHTHIBAIOMIME CIELEQUKY
npobaeMHOM CHTYalLH B 33/1a4€ WM ¢ HE3HAUNTENIbHBIMY OLIUOKAMH);

- OLIEHKa XOPOMIO»: FPaMOTHOE MOC/IeIOBATS/IBHOE DPEIICHUE 3amad (3ajaHuil) HMpU IPAaBHJILHO BHIOPAHHOM
anroput™e, OJHAKO, OTBETH HA BOMPOCH! M YCAOBHA 3a4a4 (3a7aHHi) cONepKaT He3HAUWTENbHEIE omu0KY, [ToscHeHus u
BBIBOJIbI OTCYTCTBYIOT HUTH JAaHbI HEBEPHO;

- OLICHKA «YIOBJIETBOPHUTEIIHHOY: 00y9aromuiics OpI/IeHTpreTCS{ B MaTepHalle, HO PUMEHAST ero HeBepHO, BEIOupaeT
HETIPAaBIIGHBIN aNTOPUTM PeIlieHMs 3a1a9 (HeBepHble UCXOMHBIe NaHHbIe, HEBEPHAs I10CI/Ie/IOBATEIBFHOCTL PELISHHI U Ap.
OIMOKH), IOTYCKAET BHIYUCIMTENbHbIE OMMOKH. TT0SCHEH A i BBIBOABI OTCYTCTBYFOT WM JAHBI HEBEPHO;

- OIICHKA «HEYAOBJICTBOPUTENEHO»: 00yyaromuiics ciabo OpHeHTHpyeTes B MaTepHase, BRIOUPaeT HempaBHIbHbIN
AIITOPHTM PELIEeHHs, JOMyCKaeT SHAYHTEIbHOE KONNYECTBO BBIUUCTUTENbHbIX OMHOOK. TTosiCHeHHA B BEIBOABI OTCYTCTBYIOT.

3.3. 3apauus 118 NPOMEKYTOUHOH arrecTandu (3adera u (JIH) IK3aMeHa)
: Cnucox BOIPOCOB K 3249€Ty

1. Cocras u maccmbnxaum{ cpencts obecnieueHust b 00beKTOB.
2. BupryanpHas 4acTHAs CE€Th: OCHOBHBIE TIOHSTH, 1@ CO3AAHUS, ONPEACACHIA, TOAXO/BI

3. Ocnosabie 3amaum Texnonorun VPN, Criennduka noctpoeruns VPN
4, VPN B myOnuuHbIX CeTsIX

|
5. Ipewmymtectsa VPN 1o cpaBHEHMIO ¢ 3aIlHINEHHBIMA BHIICICHEBIME KaHAAMU CBA3H M APYTUMH METOAAMH /

OpTaHu3aLMy 3aIMIICHHON CBA3H.
6. TyuuenupoBanue. MexaHu3M TYHHeIHPOBAHUS KAk 0cHOBa mocTpoeHus VPN,

7. Cxema VPN. Anroputm pabotst VPN-arentos. @ynxuun VPN-arenTos
8. Tlonwruxu GezomacHoctd B VPN. Kpurepun 6ezonacnoct VPN

9. ObGecrieueHue KOH(QUISHIMAIBPHOCTH, MHONIMHHOCTH M IEJOCTHOCTH [PH HCHOAB30BAHUHM HMHKAMCYJISUHMH |

JaHHBIX,

11. ®ysxupu npotokoia PPTP,

12. OcHoBHble QyHKUIMH U XapakTepucTuky nporokona L2TP-.

29. Hactpoiika VPN na 6aze nporoxona E2TP B cpene Windows 2000.

30. Apxwurekrypa [PSec. ®yHKimu, IpHHIUI paboTsl, clieHapuy npumeHenus IPSec.
31. BapuanTsl peanuzanmy VPN

32. Hlmo3sr u kueHTs! VPN

34. VPN na 6a3e MaplipyTH3aTOPOB
35. VPN na Ga3e MeKCETeBBIX 3KPAHOB
36. VPN na Gaze crieryaiu3HPOBAHHOTO NPOrPaMMHOro obecreueHus

4
!
!
33. VPN Ha $aze ceTeBBIX OIEpAllAOHHBIX CHCTEM ;

38. Mpoxyxte xomiuiekca «VipNet»

37. VPN Ha Ga3e anmnapaTHbIX CPEICTB f
| |
|

Kputepus OLeHKH YPOBHA CHOPMHAPOBAHHOCTH KOMIICTHINH IO pe3yNbTaTaM IPOBEAECHHUS 3a4eTa:

- OHCHKA «3a4YTCHO»!
Martepuaia, ¢cBOOOJHO BBHITONIHSET 3a4adus, OpeayCMOTPEHHBIC Mpor paMMOH JUCHATIIFHEBL, yCBOHBI.III/II/I OCHOBHYIO ¥

JONONTHUTCIIBHYIO JIMTEPATypy. 06yqa1011mnc51 BBITIONIHACT 3aJanud, NpeILycMOTPCHHEBIC nporpaMMou JAUCHUINIMHBL, H

e

YPOBHE He HibKe 6a30B0ro;
- OLEHKA «HE 3auTeHO»: oOyYaromuiics IEeMOHCTPUpPYeT HE3HAHWE Marepuajid, He BBIIOJIHIET 3@1;:&114114#J

IpexyCMOTPEHHbIE TIPOrpaMMOi MUCHUINTAHLL, OOyJarompiics He BBIMOMHAET 3aJaHus, MMPEeAyCMOTPEHHbIE NPOrpamMMmoi
JMCLMIVIAHBL, Ha YPOBHe Huke Oazosoro. Jamsueiintee ocoenre OITOIT He BO3MOXKHO 663 JONONHUTEIHLHOTO U3y9eH!!

MaTepraIa B NOAroTOBKU K 3a4€TY.

|
|
|
10. bazoas cxema VPN. . J
|
§



