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1. Ob6nacTe npuMeHeHus, IeTH H 3212494 (POHJIA ONEHOYHBIX CPEICTB

®onn onenounbix cpencts (POC) sBIATCS HEOTHEMIEMOH YacThio PaGoUe MporpaMMsl
TUCUUIIAHE! «3amura uadopMamun B cetsx VPN» u npenuasHaded ans KOHTPOJI U OLECHKH
00pa3oBaTENbHBIX NOCTIKEHHE 00yJatomupxcs (B T.4. M0 CaMOCTOATENBHON paboTe CTYIEHTOB,
nanee — CPC), 0CBOMBIINX IPOTpaMMy MAHHOHN [MHACHHITIHHEL.

Llenpro (OHZA OUEHOUHBIX CPEACTB SBISETCS YCTAHOBICHHE COOTBETCTBHS YPOBHS
NOATOTOBKM  oOyuaromuxcs  Tpebopanmsim ®OI'OC  BO  mo  cmemmansrocT  10.05.03
Vindopmanmonnast 6€3011aCHOCTE aBTOMATHIHPOBAHHBIX CHCTEM.

Pabouett mporpammo#l mucImIMEs «3ammuTa urbopManus B cersx VPN» mpemycMoTpero
(hopMEpOBaHHE CIEAYIOIINX KOMITCTEHITHH:

OIIK-9. Crocoben pemars 3amadn IpodeCCHOHABHON IESTENBHOCTH ¢ YYETOM TEKYILETO
COCTOSHUS W TEHIACHIUH pasBUTHA HHOOPMaIlMOBHBIX TEXHOJIOIHH, CPEJICTB TEXHHYECKON 3alUTh]
rH(pOPMAIKY, ceTeH 1 cHcTeM Tepenayn HHOpMAaIlny;

OIIK-10. Cnocobed HCIONB30BATH CPENCTBA KPHUITOrpaguueckoil 3aiiuThl WHPOpMAaLun
Y PCIICHUU 3a/1a9 POPECCHOHATLHOM AeSITEIBHOCTH;

OIIK-12. Cnocoben npuMeHATH 3HAHHS B 00JIaCTH 0E€30TIACHOCTH BBEIYKACIMTENRHBIX CETel,
OIlepallOHHLIX CHCTEM U 0a3 JaHHBIX pH pa3paboTke aBTOMATH3IUPOBAHHBIX CHCTEM.

OIIK-9. CroocobeH pemats 3aja4u OHK-9.2.1 ymeer aHaIM3UPOBATH OCHOBHBIE
npodeccHoHaNbHOM ASITEALHOCTH | XAPaKTEPUCTUKHU U BO3MOYXKHOCTH
C YYETOM TEKYILEr0 COCTOSHHMS U TEIEKOMMYHHUKALIUOHHBIX CHCTEM
TeHJICHLMH Pa3BUTHS
UHPOPMALMOHHBIX TEXHONOIMH,
CPEICTB TeXHUYECKOH 3allUThl
UHpOpMaLIAK, CeTeH 1 CHCTEM
nepegadn uHdoOpMaLUn

OIIK-10 Cnocoben ucnonb3oBats cpepctea | OIIK-10.2.3 ymeeT npoBoIyTh aHAIU3 yrpo3
KpUITTOrpahMuecKOM 3alpThl 6€30IacHOCTH B TOKAMBHBIX
uHpOPMALKY NPY PeLLEHNY 32)1a4 | BBIYMCIIMTENbHBIX CeTIX
npodeccronampHoN nestenbHocTd | OTTK-10.1.3 3HaeT OCHOBHBIE MPOTOKOJEL,

UCTIONTB3YEMEIS [UTsl 3aIUTH UHGOPMALIH B
BEIYHMCINTENBHBIX CETAX

OIIK-12. CriocobeH TPHUMEHSITE 3HAHKS B OJTK-12.1.2 3naeT NpyHIUIIE NOCTPOEHUS U
oOactu OezomnacHocTn (bYHKLMOHUPOBAHHUS JIOKAJIBHBIX U
BBIYMCJIMTE/IBHBIX CETeH, rino0abHBIX BEIYMCIUTENbHBIX CETei
onepanoHHEIX CHCTEM U 623 Ol1K-12.1.3 3naer ociaeJ0BaTelIEHOCTE
JaHHBIX Mpu paspaboTke COICPIKaHHE ITANOB NOCTPOSH!S JOKAIBHBIX
aBTOMATU3UPOBAHHBIX CHCTEM BEIUHMCIUTEbHBIX CeTeH

2. Ouncanne noKa3aTeJieil 1 KpUTepueB OLeHUBAHNA KOMIIETeHIHI], GopMHUpyeMbIX B
nponecce 0CBOCHUS JMCHUIINHBI (MOZYJI5)

Ommcanre IoKazareielf W KpPATEPHEB OICHMBAHMSA KOMIETCHIMH, (OPMUPYEMBIX B
[IPOTIECCEe OCBOCHUS MTUCIMILTHHEL (MOAYIS), M MCHOJIB3yEMbIE OLIEHOYHBIE CPENCTBA IIPUBEACHEI B
Tabimre 1.

Ilepeuenv oyenounvix cpedcms, pexomeHoyemulx 0ist sanonnenus mabauyer 1 (8 POC ne
NPUGOOUNICS, UCNOLb3YEMCSE MONLKO OISl 3ANOTHEHUS MAbIUYbL)

e  Vemuouii onpoc
o Bonpocer diist npogedeHs 3aUema

G




2.1. Ilepevenn xoMIeTeHIINII ¢ yKa3aHueM 3TaNoB X GopMupoBanus B nponecce ocsoenng OIIOIL

Tadnuna 1
Kon n paumenopanue naguxaTopa Hanmenobanue
Kox 1 nanmenoBanue . .
pocyH:keHust popmupyemoit Kpurepun onennsanust KOHTPOJINPYEMBIX

dopmupyemoii KoMIeTEHIINTH

yrpos 0e301aCHOCTH B HOKANLHBIX

KOMUETEHIHT pazaenos u Teml
OIIK-9. CnocobeH pemarth OIIK-9.2.1 ymeeT aHam3upoBaTh 3HaTh: NeNe 1-34
33129 IpodecCHOHANbHOM OCHOBHEIEC XapaKTEPUCTHKU U * TeXHOJIOTHY O0HAPYKEHUS KOMIBIOTEPHBIX aTaK 1
JEATEIBHOCTH C YYETOM BO3MOJKHOCTH TCJICKOMMYHHKAIIMOHHBIX | X BO3MOMKHOCTH, \
TEKYINETO COCTOSHII 1 CucTeM * OCHOBHBIE YSI3BUMOCTH ¥ THIIOBEIEC ATaKu Ha
TEHICHIIH Pa3BUTHS COBpPEMEHHBIE KOMITLIOTEPHEIE CHCTEMBL;
UHOOPMAITMOHHBIX TEXHOIOTHH, * BO3MOXXHOCTH U 0COOEHHOCTH WCITIONB30BAHKS
CPEJICTB TEXHHUYIECKOM 3allHThI CIIENUANH3IPOBAHHEIX IPOTPAMMHO-ATIIIAPATHEIX
vHPOPMAITNH, CETEH U CHCTEM CPECTB IIPH HPOBSICHUY ayIUTa MHPOPMATHOHHOM
| mepepauu nEGOPMAIUK 0e30IMacHOCTH;
* METOBI 3aIIUTHL KOMIBIOTEPHBIX CeTEH;
* KaccHUKANUIO U O0UIYIO XapaKTEPUCTHKY
CETEBBIX IIPOrPaMMHO-AITAPATHEIX CPEACTB 3AIIMHTHI
uHdOpMaIuy;
* OCHOBHBIE IIPUHIIHITE 3 AMUHHCTPHPOBAHUS
3AIUINEHHBIX KOMIBIOTEPHBIX CUCTEM;
* OCOOEHHOCTH pealTu3aliiil METOIOB 3aUThHI
uH(GopMaLHn COBPEMEHHEIMHI ITPOTPAMMHO-
annapaTHBIMUA CPEICTBAM,
OIIK-10. Crocoben OI1K-10.2.3 ymeer npoBOIUTD aHAIN3 NoNe 1-34

' Haumernosanus pasdenos u mem Qonoicen coomeememeosams paboueii npo2pamme OUCYUNTUHYL.




UCIIONB30BaTh CPEACTRa
KpUnTOrpaduIaecKo 3armuTh
VHOPMAINH IIPU PEIICHUHT
3ana4 npodecCHOHATHHOH
eI TeNbHOCTH

BBIYUCJIIUTCIBHRIX CCTAX

OITK-10.1.3 3HaET OCHOBHEIE
MPOTOKOMBI, HCTIONB3YEMEIE [T
3aMIKUTE HHPOPMALUK B
BBIUHCIIATENEHBIX CETAX

OITK-12. Criocober mpuMeHaTsh
3HAHKAL B 00MacTH 6e30TaCHOCTH
BLIUKMCIATENRHBIX CETeH,
OMEPANUOBHBIX CHCTEM U 0a3
JaHHBIX 0pu pazpaboTke
ABTOMATM3VMPOBAHHBIX CHCTEM

OIK-12.1.2 3naeT mpUHIUTIEL
NIOCTPOCHHS ¥ (PYHKLIMOHHUPOBAHUS
TOKANBHEBIX U TII00abHEIX
BRIYMCIHATE/IBHEIX CeTeH

OI1K-12.1.3 3HaeT riocie oBaTe IbHOCTE
¥ COZEpIKaHUe 3TaloB MOCTPOCHUS
JIOKAJIBHBIX BEIYMCIUTELHEIX CETER

NoNe 1-34

2.1.2. ranel GopMUPOBAHNA KOMIIETEHIMIH

CdopmupoBaHHOCT, KOMISTSHIEH 110 AucIMILMEE 3amuTta HEpopManun B cetsx VPN onperensercs Ha CHeAyIOMMX dTalax:
1. Iram Texymux arrecraupi ([[na nposedenus mexywux ammecmayutli Mo2ym 6bimb UCHOLb30BAHBL OYEHOUHbIE CPEOCMEd, YKAZAHHLIE 6

pasdene 2)
2. Jran NPOMERYTOUHBIX arTecTanuil (/i1 nposedenus npomedscymounot ammecmayuy Mosym Golimb UCHOLb308aHbL OpYaue OYeHOUHbLE
cpedcmea) ‘ '
Tabauna 2 -
Oranpl (OPMAPOBAHAT KOMUETEHIUN
3 . 3Tan HpPoMeRyTOYHOIH
Tal TeKYIHAX aTTeCTAIHI ;
ATTeCTANMH
Konx u Haumenosanne
Kon # Haumenosanue 6-10
. WHIOHKATOPa JOCTWKEHU 1-5 sepensn 11-15 pemens 1-17 nepenst 18-20 venens
hopmupyeMOH KOMIIETEHILIIH . Heeist
(bopMupyeMol KOMIETEHLMH Toryuan Texyrmas Texyman
Y Y ' Y CPC KP/KII ITpomexxyrounas
aTTecTalys arTecTanys aTTecTalHsa ATTOCIAITS
Nel No2 Ne3 "
1 2 3 4 5 6 7
OIIK-9. Cnoco0en pemars | OIIK-9.2.1 ymeer Koutpossaas | Konrponbhas | KowrpomsHas Boripocs! ais
3aauu 4HAIIM3HUPOBATE OCHOBHEIE pabora Nel pabora Ne2 pabora Ne3 APOBEACHUN K3aMeHa




IpoheccroHANTBEHON
JEATEIEHOCTH C YYETOM
TEKYIIEro COCTOSTHUS |
TEHICHIUHA pasBUTHA
HH OPMATTHOBHEIX
TEXHONOTHH, CPEACTB
TEXHWYECKON 3aIUThI
vHpOpMANWH, ceTel u
CUCTEM neperaun
uHdopMaITIN

XapaKTCPUCTUKU U
BO3MOXHOCTH
TCIACKOMMYHUKALIMOHHBIX
CHCTEM

OI1K-10. Cnocoben

OIIK-10.2.3 ymeer

BEIYMCUTEILHBIX CeTel

WCIIONIB30BAaTh CPEICTRA [IPOBOJMUTE aHAIN3 YIPO3 Konrponsnas | Komrponsnas | Kourposabras Bompocs! ms
KPHIITOTpaduIecKoi 6e30MacHOCTH B IOKaIbHBIX pabora Nel pabota Ne2 paboTta Ne3 MPOBEACHMT K3aMeHa
3aIIRTHL I/IH(l)OpMaIII/II/I Ipu BBEIYHUCIIUTEIBHBIX CETIX
PEINEeHUH 32039 OIIK-10.1.3 3HaeT OCHOBHEIE ’
npogeccHoHATBHOH NIPOTOKOJIB, UCIIOIB3YEMEIE Kourponssas | Konrponsnas | KonrponsHas Bounpocsr anist
NEATETBHOCTH IULS 3AL0MATH KHQOPMALMH B pabota Nel padota Ne2 pabora Ne3 POBEJICHUS IK3aMEHA
BBIYMCIUTENBHBIX CETSIX

- OITK-12. Crnocoben OIIK-12.1.2 3naer
IIPHMCHATE 3HAHKA B TIPMHIMIIEL TIOCTPOCHIS 1 Kounrponenas | Kourponbmras | KomTponmpHas Bompocsr st
obmactn esomacnocTn (ymemoHMpoBanHs pabora Nel pabora No2 pabota Ne3 MPOBEICHIS IK3aMeHa,
BBEIUKCIINTEIBHBIX CCTEﬁ, JOKANBHEIX Y IV100aIbHBIX
OIIEPANMOHHEIX CHCTEM U BLIYUCHHUTEIBHBIX CETCU
6a3 JAHHBIX IPH OIIK-12.1.3 3naer
paspaboTke NOCACA0BATEIEHOOTE 1 Kontpomsnas | Konrpomenas | Konrtponshas Bonpocst qis
aBTOMaTHU3NPOBAHHBIX CONCPKAKME STANOR pabota Nel pabora Ne2 pabora N3 IIPOBEIeHHs SK3aMeHa
CHCTEM TIOCTPOCHHS! JIOKATBHBIX

CPC — camocrosTensHad paboTa CTyACHTOB,;

KP — xypcosas pabora;
KII — xypcoBoii IPOeKT.




2.2. Iloxa3ares ypoBHeil cOpMHUPOBAHHOCTH KOMIETeHINH Ha dTanax ux GopMUPOBAHHS, ONHCABHE IIKAJ OeHHBAHUS

2.2.1. Hoxazartesu ypoBHeil chopMIPOBAHHOCTH KOMIETEHIMIT HA 3TANAaX UX GopMUpOBAHUS

PesynpraroM OcBOeHMs AUCHMIIUHEL 3aimmura wHpopMmanuu B ceTax VPN dpigercs ycTaHOBIEHHE OJHOTO M3 YPOBHEN CPOPMHPOBAHHOCTH
KOMIIETEHIEH: BEICOKUMY, MOBRIICHHBIH, 0a30BBIH, HU3KUH.

Tabanma 3
Obmenpodecconansuble/
YpoBenn Yanpepcajabuble KOMIETEHIHH npodeccHoNANLHbBIE
KOMIIETeHIH I

Bercoxui Chopmupopansl  ueTkde CHCTeMHble 3HaHMS ® | OOydaronuMes — YCBOEHA  B3aMMOCBI3b  OCHOBHBIX
(OLIEHKA KOTITHYHOY, «3a9TEHON) IIPECTaBICHIS 11O JUCHMILIHHE. HNOHATHH JUCUUIVIMHBL, B TOM YHUCe IS PCIlieHws

OtpeThl Ha BOOPOCH! OLUEHOUHBLIX CPEJACTB TONHBIE M | MPOeCCHOHATHHAIX 3a1aM.
BepHBIE. OtBeTHl HAa  BOMPOCH OLIEHOYHBIX CpeacTs
Hadel pa3pepHyTbie OTBETHI Ha JIOTIOJHHTENHHBIC | CAMOCTOSTENBHEL, HCYEPITHIBAIOIHE, cofepKaHue
BOITPOCHL. BOIPOCA/3aJaHus OLIEHOYHOTO CPeCTBA PACKPHITO IIOTHO,
OOywarompMcsi  [IPOJEMOHCTPHUPOBAH  BBICOKMI | MPOdeCCHOHANBHO,  IpaMoTHO. JlaHbl  OTBETHI  HAa

YPOBEHB OCBOGHHS KOMIICTCHIIUH JONOTHHUTENBHEIE BOMPOCHL.

OOyyaromumMes TIPOJEMOHCTPUPOBAH BBICOKHN YPOBEHP
QCBOCHHS KOMIIETCHITHH

TloBpnmenasi 3HaEUs M OpEACTaBACHWS IO JMCLFIUIMHE ChopmupoBarbl B II€JIOM CHCTEMHbLIE 3HAHUA U
(OLICHKA «XOPOIIO», «3aYTCHO») c(pOpPMUPOBAHBI Ha IMOBEIIIIEHHOM YPOBHE. NPeICTABICHUS TI0 AUCHUIUIMHE.

B orserax Ha BONIPOCHI/3alaHKS OUSHOYHBIX CPEeACTB | OTBETBI Ha BOMNPOCHL OLCHOYHBIX CPENCTB NONHbIE,
U3JI0XKEHO IIOHUMAHWE BOIPOCA, NaHO JOCTATOYHO | TPAMOTHEIE.

noApodHOe  OMUCaHUE otBeTa, npuBefeHb! U | IIpoAeMOHCTPHPOBAH IMOBBIMICHHBIN YpOBEeHb BIIANCHHUS
PACKPHITH B TE3UCHOM (POpPME OCHOBHBIE TTOHSATHSL. IIPAKTHYECKIMH YMEHUIMU 1 HaBBIKAMU,

O1Ber oTpakaeT MONHOE 3HAHWE MaTepyana, a Taioke | JOMycTHMBl eIMHHYHEIE HErpyOple OUIMOKH IO XOIy
HallM4yue, ¢ HE3HAYUTENBHBIME Ipo0eaMyl, YMEHHH U | OTBETA, B IPUMEHEHUH YMEHMN 1 HABLIKOB

HABBIKOB 10 H3yyaeMOW JUCIMIDINHE. J[OmyCcTHMBI
©AMHUYHBIC HeTPyOble OMIHOKH.

OOfyyaromyMcs  TIPOJSMOHCTPUPOBAH  ITOBBIICHHBIH
VPOBEHH OCBOCHUS KOMITETEHITHHI

bazoppriit Otger OTPpaXaeT TEOPCTHYCCKUE 3HAHWA OCHOBHOIO O6y‘{afomm71c3 BJIaJeCT 3HaHHUAMM OCHOBHOI'O Marepuail




Yposens

YHI/IBepC‘AJIBHI)Ie KOMIIETCHNNH

O6menpodeccnonaibubie/
npodiecCHOHATHHEEIE
KOMIETEHITHH

(OTIeHKA «YAOBICTBOPHTENBHOY, «3aUTSHON)

MaTepuaia JUCLHUILTHHEL B 00beMe, HeOOXOAMOM IS
nanepHeiiiero ocsoerns OITOIT.
O0yuarommitcst OMyCKaeT HETOYHOCTH B OTBETE, HO

obiamaeTr  HEOOXOOUMBIMH  SHAHUSMM  JUIT  HX
YCTpaHCHUA.
Obyuaronmmest MIPOAEMOHCTPHPOBAH 6a30BBbii

YPOBCHE OCBOCHMS KOMITICTCHINH

Ha 6a30BOM ypOBHE.
OTeeTsl HAa BONPOCH OIEHOYHBIX CPENCTB HEHOJHEIE,

TIOTTYUICHBI CYIHECTBEHHBIE OLHOKH.
IpomemoncTtpupoBan  0a3oBellf  ypOBeHH  BIANCHUA
THPaKTHISCKAMHU YMEHUAMHU " HaBBIKAMH,

COOTBETCTBYIOMUN MUHIMAIbHO HEOOXOXAMOMY YPOBHIO
JULA perieHHs NpoQeCCHOHANBHBIX 3aad

Huzkmit
(orreHKa «HEeYIOBICTBOPHTENIBLHO,
«HE 3aUTEHO»)

I[GMOHCTpprGT TIOJIHOC OTCYTCTBUEC TEOPETHYECKUX 3HAHUH Marepuajiia JACIAIINKNEEL, OTCYTCTBHE MPAKTHICCKUX

YMEHHH 1 HABBIKOB

Tloxazatenu yposHe# cHOPMUPOBAHHOCTH KOMIETCHIMH MOTYT OBITH M3MEHEHEI, NOIONHEHB W aJanTUpOBaHbl K KOHKPETHON pabouei

IporpaMme TUCHHIIIHHEL.




2.2.2. Onucanne NKajd ONECHUBAHUAS

B ®I'BOV BO «JAI'TY» Buempena MOIYJIBHO-DEHTHHIOBas CHCTEMA OLEHKH ydYeOHOM
HNESTENBHOCTH CTYAEHTOB. B CcooTReTcTBME ¢ 9TOH cHCTEMOM NpPHUMEHSIOTCS NATHOANLHAL,
nsaguaruOanbHast 1 croOayIbHAs MIKAJIB 3HAHUH, YMEHAH, HABLIKOB.

HlIkaje! omeHnBanns

% Kpurepnu onennBanns
3 3
<
¢ £
5 |5 z
S = 3
BN
& &
2 =3 5

IloxasbiBaeT BHICOKHI ypOBeHb CHOPMUPOBAHHOCTH KOMIIETEHLMH, T.€.:

< X .

I ! ~  HpOJEMOHCTPHPYET ryOOKOe ¥ IIPOYHOE YCBOCHHE MaTepralia;
" = 3 —  WCUEPIBIBAIOIIE, YETKO, MOCTENOBATENBHO, I'PAMOTHO U JIOTHYECKH
A ~ A m CTPOHHO M3NaraeT TeOPeTHHeCcKUi MaTepuar;
Q Q
z é = 2 —  TDPaBUIBHO QOPMUPYET OIpeIeIIcHHS;
= é = g Eg ~  JIEMOHCTPHPYeT YMEHHS CamMOCTOSTeNbHOM paboThl ¢ HOPMATHBHO-
= = ) 4 n Ty
02|63 S8 paBOBO JIATEPATyPOil;
ve | v v — YMEET JeJIaTh BbIBOJMI 10 M3/IaraeMOMY MaTepuay.

~ < IToxaspiBaeT 1OCTATOUHBINA YPOBEHE C(HOPMHUPOBAHHOCTH KOMITCTCHLMH, T.€.:

—— 0

: . ~ JISMOHCTPHUPYET JOCTATOYHO IIOJHOE 3HAHHUE MaTepuaa, OCHOBHBIX
< e S TEOPETHIECKUX MOJIOKEHHH;
. ’ . — JIOCTATOYHO IIOCIE/IOBATENIBHO, IPaMOTHO  JIOTHYECKH CTPOMHO
% g g u3naraeT Marepuan;
3 é g é g é —  JIeMOHCTPHPYET YMEHHS OPHEHTHPOBATHCS B HOPMAJILHON JIHTEpatype;
o o o _
% é < 55 > é YMEET JeNaTh JOCTaTOUHO OOOCHOBAHHBIE BBIBOIbLI IO U3JIAracMOMY

MarepHay.

IokazbiBaeT NOPOroBbli ypoBeHs ¢HOPMUPOBAHHOCTH KOMIETEHUMH, T.€.;

2 2 2 ~  I€eMOHCTpUPYET o0Lee 3HaHHE U3yHaeMOro MaTEPHANIA;

é % . % " —  UCOBITHIBACT  CEepbe3Hble  3aTpPyJHEHMs  IIpd  OTBETax  Ha
g % ° ;% = HOTIONHUTENEHBIE BOITPOCHI;

3 . 3 55 3 é —  3HAET OCHOBHYIO PEKOMEHIYEMYIO JINTEPATYPY;

E ) E < § 2 — YMEeT CTPOWTh OTBET B COOTBETCTBHHM CO CTPYKTYPOH H3Iaraemoro
é § é & § \c[) MaTepHana.

oz |28

N A <

Py A 2 CTaButcs B ClIyyae;

_u% % % —  HE3HAHKSA 3HAYMTENLHOM YACTH IPOrPAMMHOI0 MaTepHaia;

5 5] 5 —  HE BIaJeHNs MOHATUHHEIM alapaToM KUCIATUTHHEL,

%: {% %: ~  JIOTMYIIEHWS CYIIECTBEHHBIX OMMOOK MPU M3IOKEHHH y4eBGHOro
é é g é @ Marepuaa; )

2 n | B % 2 E ~  HEyMEHHE CTPOMThH OTBET B COOTBETCTBHMH CO CTPYKTYpPOH M3/IaraeMoro
£E] 88 S8 BONpOCE;

% g % - % n —  HEyMEHWE JENATh BLIBOABI TIO U3JIAraeMOMY MaTepHalty.
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3. Tunopble KOHTPOJIbHbIE 324AHIS, HHBIC MATCPHATBI Y1 METOMYECKIE PEKOMEH/IALNM,
Heo0XoanMble /it OHEeHKH ¢pOPMHPOBAHHOCTH KOMIIETEHIHH B npouecce ocsoenust OTIOTT

3.1. 3agaHng @ BONPOCHI 15l BXOAHOI0 KOHTPOJISA |

1. Crocobpr kxoMMyTanuy OTOKOB JaHHBIX B HTepHete. Bumel 3amepikek Hepenads JaHHBIX |

IIPY HaKeTHOH KOMMYTAIlMH ¥ MX CBOMCTBA. ‘;

2. Ilpocras mozens odepeny u cBolicTBa OYepeeit. *

Kak ycTpoeH u paboTaeT makeTHBI KOMMYTATOP. "’*

4. MeTonbpl ONEHKM CKBO3HOM 3aJepXKKH OpH HAaKeTHOW kKoMmMmyrauuu. IloHdrme max-min

COpaBeTUBOCTH. TeopeMa O HEOOXOOWMBIX W JOCTABOUHBIX YCIAOBHAX —max-min
CHPaBEeAIMBOCTH.

5. MeTons! OLEHKH CKBO3HOM 3a[epKKH IIPH IIAKETHONW KOMMyTaruu. MeTon chpaseumuBoi

B3BEIIEHHOM O4ePeNH U eT0 CBOMCTRA, YCIOBHS IPHMEHHMOCTH. ‘f

6. KommyTaius IIaKeTOB: METOJBl TapaHTHPOBAHMS CKBO3HOM 3alepiKKM IaKeTa B CETH.

YipasiieHre TOTOKOM IIPH ITAKETHON KOMMYTAI{HA

7. 3aromosku [P, TCP. ®parmenraims PDU u ynpasietue ero. “

8. Meronsl O0OGHapyXeHHs OmMMOOK IIpH Mepelade MAHHBIX HA pPAasHBIX YPOBHIX CTEKa
IPOTOKOINOB. 1

9. SBnenue meperpy3Ku u OCHOBHEIC METO B OOPEOLI ¢ HEH.

(%]

3.2. OneHo4YHbIE CPEACTBA H KPUTEPHH ¢(POPMUPOBAHHOCTH KOMITE TEHIMI

3.2.1. ArrecrannoHHasi KOHTPOJILHast pabora Nel '

1. Araxm Ha HpoTOKONBI ¥ ¢y k0bl HTEpHET. MeTo/bl U CpeacTBa 3allATh.

2. llomsTue MeKCETeBBIX 5KpaHOB. KOMIIOHEHTBHI MEKCETEBOr0 HKpaHa. [loiuTHKa ceTeBOi i
6€30IaCHOCTH. g

3. Kpurepun ¢unbtpanuy makeToB. OCHOBHEIE CXEMBI CETEBOH 3aIDATHI HA 0a3e MEKCETEBBIX
9KPAHOB.

4. CospnaHue 3aI0UIIEHHBIX CETMEHTOB CETEH ¢ HCIIONE30BAHIEM MEKCETEBBIX IKPAHOB.

5. Kon¢uryprupoBanue cereBbIx QUIBTPOB Ha 6aze HacTpoek GezomacHoctu nportokosa TCP/IP o
B OC Windows XP.

6. 3ammrTa pabovux CTaHIHH ¢ HCIIOIR30BAHUEM ITEPCOHANBHBIX CETERBIX (PHIIBLTPORB.

Opranmzanus VPN-cereit. 3anaun, penaemeie VPN. Tyanemaposanue B VPN.

8. OuextponHbie cepTudUKAThL. TIoHITHE HHOPACTPYKTYPBI OTKPBITHIX KIIOUEH.

~

3.2.2. ATTecTaniOHHAs KOHTPOJbHAasi pabora Ne2

Samyra pabovurxX CTaHIKUI ¢ UCTIOH30BAHUEM IePCOHANBHBIX CETEBLIX (PHIIBTPOB.

Opranmsanus VPN-cereit, 3amayun, permaemble VPN, Tyruenuposanne B VPN,

OnexTpoHHBIe cepTrduKarel. IlorsaTre HHOPACTPYKTYPHI OTKPBITHIX KIFouei.

[poTokonsl u cpenctea opranmsanvu VPN ma cereoM yposre. Hasnauvenwe, ob6iacTs

MpUMEHEHHs, ayTeHTUQUKaIms i muppoBanue NaHHBIX B mpotoxonax SKIP u IPSec.

IIporokomsr PPTP,

SSL. Haznauenue, 00acTh IpUMEHEHNUS, ayTeHTUGHUKALNS 1 MHA(YPOBAHNE TAHHBIX.

IIpervyimecTBa TEXHOIOTHE TEPMIHATBHOTO KocTyna. OeciedcHne 0e301acHOCTH.

Haznauenue cuctem obHapyxkenns atak. Knaccnpukausa cucteM oOHapyKEHHA aTaK.

Cry>x65b1 karaoros. OOIue cBefeHns o cIyxOax karanoroB. Ctpykrypa xaranora LDAP.

0. Cucrema emuHOro BXOMa B CeTh Ha OCHOBe mpoTokona Kerberos. Cozuanue enmmoro
npocrpancTsa 6e3omacHocTH Ha Oase Active Directory.

11. Aynut 0€3011aCHOCTH KOMIBIOTEPHBIX crucTeM. [lenu, cTaHaapTs!, MOAXOIEL.

B

SR
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3.2.3. ATTecTanuoHAAsI KOHTPOJILHAS paGora Ne3

1. Cucrema enmHOTO BXOXa B ceTh Ha ocHOBe mpotokoia Kerberos. Cosmanme emmroro
mpocTpaHcTsa 6ezomacHocTH Ha Gase Active Directory.

2. Ayzant 0€3011aCHOCTH KOMIIBIOTEPHBIX cucteM. llenw, crammapTeL, OIX0MEL.

WHCTpYMEHTABHEIE CPENCTBA ayAuTa O0E30HaCHOCTH KOMIIBIOTEPHBIX CHCTEM, WX

BO3MOXKHOCTH M HEIOCTaTKW. IIpuMeHeHHME HHCTPYMEHTANBHBIX CPENCTB  ayIuTa

0€30MaCHOCTH KOMIIBIOTEPHEIX CHCTEM.

4. TecrupoBanue COCTOSHMSA HECAHKIMOHMPOBAHHOIO IOCTYMA C WCIOJB30BAHUEM CKAHEPOB
GesonmacHocTr. MeToIiKa IPOBEASHUS HHCTPYMEHTATBHBIX IPOBEPOK.

5. Knaccuduxanmst cpeicts ¥ HHGOPMANUOHHBIX PECYPCOB B COOTBETCTBHH €O CTAHAAPTOM
ISO-17799.

6. Hasnauenue 1 OCHOBHbIE QYHKLMU [IPOTPAMMHBIX KOMINEKCOB «I pH-CriennaiucT u
«Kongop-cneuypanuct. ITocTpoeHHe MOAGIH 3a1UMUTH KOMITLIOTEPHOM CHCTEMBI C
HCTIONIb30BAHMEM KOMILUICKCHOH SKCIEPTHOH cucTeMbl «ABanl apay.

7. Bunpt tpebosanuit besonacnocty cornacto I'OCT P NCO/MOK «MudopmarmonHas

TexHoorus. Metonsl u cpejicTa o0ecneucHus 630NaCHOCTY.

Kpurepun oueHky 6e30nacHOCTH HHPOPMALMOHHBIX TEXHONOIMMN.

9. Hasuauenue cucrem obnapyxenus atak. Knaccndukauus cucrem oOHapyKeHuUs aTax.

(98]

&0

Crucok BonpocoB K 3K3aMeHy

1. Araxu Ha IpOTOKONEI U cyk0B1 IHTEpHET. METOILI M CPeICTBA 3allUThL

2. TlonaTne MEXCETEBBIX 3KpaHOB. KOMIIOHEHTHI MEXKCEeTeBOTO dKpaHa. IToaWTHKa CeTeBOM
0e30IacHOCTH.

3. Kpurepun dunsrpanuu naketos. OCHOBHBIE CXeMbI CETEBOM 3amuThi Ha 0a3e MeKCeTeBbIX
HKPAHOB.

4. Co3paHue 3alMIIeHHBIX CETMEHTOB CETEH ¢ HCII0/Ib30BAHIEM MEKCETEBEIX SKPAHOB.

5. Kondurypuposanue ceTeBBIX (UIBTPOB Ha 0ase HACTPOEK OE30MacHOCTH TIPOTOKOIA
TCP/TP 8 OC Windows XP.

6. 3amuTa paboumx CTAHIHI ¢ HCIIONb30BAHUEM IEPCOHATBHBIX CETEBBIX QUIBTPOB.

7. Opranuzauga VPN-cereit. 3anaun, pemaemsie VPN, Tyruenuposanue B VPN,

8. DnexTpornsle cepTuduKarsl. [lonaTre HHPPACTPYKTYPHI OTKPLITHIX KITFOYEH.

9.1Iporoxoner u cpexcrea opranmsanun VPN ma cereBom ypoBue. Hasnauenwme, 001acTh
IPUMEHEHWS, ayTeHTHOUKAMs U muppoBanue JaHHbIX B npoTtokonax SKIP u [PSec.

10. IIpotokosmst PPTP,

11. SSL. Hasnagerue, oGnacTs npuMeHEHUsI, ayTCHTH(OUKATHS U INHPPOBAHUE JAHHBIX.

12. TlpenmMyinecTsa TEXHOIOTHHE TEPMHUHANLEHOTO JocTyna. Obecriedenre 0e3011aCHOCTH.

13. Haznauenne cuctem oOHapyxenus atak. Kiaccudukaims cucreM oOHAPYKEHUS aTak.

14. Criyx65t karanoros. O6mue ceenieHus o cayxoax karanoros. Ctpykrypa xatanora LDAP.

15. Cucrema equHOrO BXOJa B CeTh Ha OoCHOBe mpoTokoma Kerberos. Cospamue eamHOTO
IIpocTpaHcTBa OezonacHocTy Ha 6aze Active Directory.

16. Aymut 6€30HacHOCTH KOMIIBIOTEPHBIX CUCTEM. Llenn, cTanIapThl, HOIXOAbL.

17. lacTpyMeHTaNbHBIE  CPEACTBA ayAuTa Oe30HacHOCTH KOMITBIOTEPHBIX CHCTEM, HX
BO3MOXKHOCTH ¥ HENOCTaTKW. lIpUMeHeHWe WHCTPYMCHTANBHBEIX CPEACTB ayguTa
6e3011aCHOCTH KOMIBIOTEPHEBIX CHCTEM.

18. TecTupoBanue COCTOSHUS HECAHKIHMOHHUPOBAHHOTO JOCTYIIA ¢ MCIIONB30BAHUEM CKAHEPOB
6e3omacHOCTH. MeToaMKa TIPOBEACHUS HHCTPYMEHTAIHHBIX TIPOBEPOK.

19. Knaccupuxanys cpecTs ¥ MHOOPMAMOHHBIX PECYPCOB B COOTBETCTBUH CO CTAHAPTOM
ISO-17799.

20. HazHauenue W OCHOBHBIE (PYHKIMH NPOrpaMMHBLIX KOMIUIEKCOB «I pud-crienpanct» u
«Konnop-cnieupanucty. Hoctpoenue Moaeny 3aulThl KOMNBIOTEPHOH CHCTEMBI €
MCTIONB30BAHUEM KOMIIIEKCHON 3KCTepTHOH cucTeMbl «ABanl apay.
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21. Buuer tpeGopanuii 6ezonacHocTs coracho I OCT P MCO/MBK «MupopmanmonHas
TeXHONOrus. MeTobl u cpejicTBa obecreueHust 5e30acHOCTH.

22. Kpurepuu oueHku 6€30nacHOCTH MHPOPMALIHOHHBIX TEXHOIOTMIH .

23. Hasnauenue cucreM obHapykenus arax. Kiaccudurarums cucreMm oGHAPYKEHNS aTaK.

24. Vicnonb3oBaHue cHCTEMB! 00HAPYKEHUS aTak «Snorty.

3a4eTsl M OK3aMCHBI MOTYT OBITH IIPOBENEHBI B THCHMEHHOU (opMme, a TakkKe B
IUCEMEHHOM (OpMe C YCTHBIM JIONOJHEHHEM OTBETa. 3aueThl CIIykarT (opMoil IpPOBEPKH
KauyecTBA BEIIOJHEHH CTyJECHTaMH J1a0OpaTOPHBIX paboT, YCBOSHHS CEMECTPOBOTO yueOHOIO
MaTepuaia Mo JUCHUILINHES (MOIYIO), IPaKTHUSCKUX U CEMUHAPCKHUX 3aHATHH (IpH OTCYTCTBHH
9K3aMEHa M0 AUCIUTUINHE). :

Ilo uroram 3agyera, COOTBETCTBHUH C MOJIYIBHO — PEATHHTOBOM CUCTEMOY YHUBEPCUTETA,
BBICTABIIIIOTCS Oaulbl ¢ IOCHCAYIOIMM TIePEXOJOoM IO IKaie Oaqibl — OIECHKH 3a 3auerT,
BBICTABJIAEMBII KaK [0 HAUMEHOBAHHIO «3aUTCHOY», (HE 3a4TEHO», TaK ¥ Ju(depeHIMPOBAHHO
T.€. C BBLICTaBIEHHEM OTMETKH II0 CXEME — «OTIMYHO», «XOPOIIO», «YIOBICTBOPHTEILHOY» U
«HEYIOBIETBOPUTEIBHOY, OHPENe/isieMOe pPEIEeHHEM YUCHOTO COBETAa YHUBEPCHTETA W
MPOIMCHIBAEMOTO B YUeOHOM TLIIAHE.

OK3aMeH O JUCIUILIHHE (MOIYIO) CIYIKUT JUIS OMEHKH PabOTHI CTYHAEHTA B TCUCHUH
cemecTpa (Toma, BCero cpoka OOydeHWs W Jp.) W IPHU3BaH BBLIBHTH YPOBEHB, KAUECTBO H
CHCTEMATHYHOCTD ITONYUEHHBIX UM TEOPETHUYCCKMX M NPaKTUUYECKWX 3HAHWM, IMPHOOPETCHUS
HABBIKOB CaMOCTOSTENbHON paboTHI, Pa3BUTHS TBOPUYECKOTO MBIILTEHHUS, YMECHHUS CHHTE3HPOBATh
TIONYUCHHBIE 3HAHUS U TIPUMEHATDH WX B PCINCHUH IIPAKTHYECKUX 3a1ad. [1o uToraM sk3aMeHa, B
COOTBETCTBHH ¢ MOJIYNIBHO — PEHTHHTOBOM CHCTEMOM YHUBEPCHUTETA BBICTABISIOTCS OamIel, C
MOCHENYIOMUM — TIEPEXO/IOM TI0 IIK&JIEe OLEHOK Ha OICHKH: «OTIHYHO», «XOPOIIOY,

- «YAOBJICTBOPUTCIHLHO» W «HCYIOBJCTBOPUTEIILHO», CBHACTCILCTBYIOIMHUEC O HpI/IO6pCTeHHI>IX

KOMIICTCHIIMAX WUJIH UX OTCYTCTBHH.

12




®opma 3K3aMEHAIMOHHOTO0 Onnera (mpuMep ogopMIICHMSI)

MuHUCTEPCTBO HAVKH U BLIcniero obpasosanus PO

OI'BOY BO "JlarectancKHi rOCYIAPCTBEHHBIN TeXHUUECKNH YHUBEpCUTET"

Tucrmomaa (Moayis) 3amura nadopmaunu B cetax VPN

Koz, cnemmamsmocts 10.05.03 MudopMmanuorras 6e300aCHOCTE ABTOMATH3UPOBAHHBIX
CHCTEM ...oovverennssnn

Crermanmsarust_be3onacHOCTh OTKPLITHIX HHGOPMAIIMOHHBIX CHCTEM

Kadenpa b Kypc 4 Cemectp 7

@opma oOyueHNns — OUHAS

9K3AMEHAIIMOHHDBIN BUJIET Ne 1.

1. Ilpotokomnsl u cpencTBa opranusaiiud VPN Ha ceTeBoM ypOBHE.
2. Coszmanue 3aIMIIEHHBIX CETMEHTOB CeTeH C UCT0Nb30BAHMEM MEXKCETEBbIX

OKPaHOB.
DKBAMEHATOD « « -+ttt eteeneenneennententeaneeneanevneenennns e OHO.
YTBepxkIeH Ha 3aceanny Kadeaps! (mpotokon Ne or 20 1)
3aB. KaPeAPOHN (HAZBAHME) ....ovvnrnrerneiniiniiareiieeaenanns OUO.

B @OC pasmewaemcs npumep 30RONHEHHOZ0 IK3AMEHAYUOHHO20 OGunema. Becv xomnaexm

IKZAMEHAYUOHHBIX OUNEMOE NO OUCYURIUHE XPAHUMCS HA Kageope 8 COOMBemcmeuy ¢ ymeeplcoento

HOMEHKAmypotl Oei.

Kpurepun o1leHKH YPOBHS c(HOPMUPOBAHHOCTH KOMIIETEHIMH 110 PE3YIbTATAM TIPOBE/ICHILT
3adgera: :

- OIEHKA «3auTeHoy»: 00ydarowics NeMOHCTPHPYET BCECTOPOHHEE, CHCTEMATHYECKOE U
rIy0OKOe 3HaHpe MaTepuaia, cBOOOIHO BEINONHSET 3afaHMsA, IPeJyCMOTPEHHBIC MPOTrpaMMOH
IVCHUILIMHBL, YCBOUBIIME OCHOBHYIO W JIOTIONHUTENBHYIO THTEpaTypy. OOy9aromuics BEIIOMHICT
3a[aHud, [IPeLyCMOTPEHHbIE IPOTPaMMOii IACIHILIAHEL, Ha yPOBHE He HEKe 0a30BOTO;

- OIEHKAa «HE 3a4TeHo»: OOydaroImmics JEeMOHCTPHPYET HE3HAHHe Marephaia, He
BBITIOJIHAET 3a1aHus, IPELyCMOTPEHHBIE TPOTrpaMMOR HuCIUIUIMHEL OO0y4aloluics He BBIIONHICT
3aMaHAs, IPeyCMOTPEHHbIE IIPOTPaMMOR UCIHININHEEL, Ha ypoBHE Hmbke Oasoporo. JlanpHeimee
ocsoegue OIIOII ne BO3MOXHO 0€3 JOMONHUTEIBHOTO M3YUEHHsA Marepuala M IIOJATOTOBKH X
3a9eTy.

Kputepuu OIeHKH YPOBHS COPMUPOBAHHOCTH KOMIIETEHIHH TI0 Pe3yNbTaTaM ITPOBEACHIA
auddepeHIpoBaHHOro 3a4éTa (3a4eTa ¢ OeHKoH) / 9K3aMeHa:




- OLEHKA «OTJAMYHO»: 00yJaromuiics nai MOMHEIA, PA3BEPHYTHIA OTBET Ha IIOCTABICHHEBINA
BOIIPOC, TIPOSIBUJI COBOKYIIHOCTh OCO3HAHHBIX 3HaHHM 00 OOBEKTe, NOKa3aTeNlbHO pacKphLT
OCHOBHBIC DOJOXKECHHA TeMbl. DB OTBETe IIPOCHEKUBACTCS UETKAs CTPYKTYpa, JOTHUECcKas
HOCIEIOBATENIBHOCTD, OTPaXKaronias CyIHOCTh PACKPLIBAGMbIX OHATHH, sBiIeHuH. O6ydatouiics
MOJKPEIIAeT TEOPETHUCCKUU OTBET mpakTWyeckuMu npuMepamu. Otser chopmymmposan
Hay4HBIM J3BIKOM, OOOCHOBaHA aBTOPCKas TMO3WUUs oOydaromerocs. MoryT ObITh AONYIIEHBI
HEMOYCTHI B OINPCNENCHHM IOHATHH, HCHPABICHHBIE CTYICHTOM CaMOCTOSTENBHO B MpoIilecce
OTBETa WM C HOOMOINBIO  «HABOAAUWIMX»  BONPOcOB  mpemonasarend. OOydaromupMes
[IPOJIEMOHCTPUPOBAH BHICOKUN YPOBEHD BIAICHUS KOMIIETCHITHEH(-sIM );

- OHEHKA «XOPOIIo»: 00yJYarOIKAMCs HaH TIOJNHBIN, Pa3BepHYTHIM OTBET HA OCTABICHHBIHN
BOIIPOC, IPOSBIIEHO YMEHUE BBIIEIATh CYHICCTBCHHBIE W HECYIUECTBEHHbIC NPU3HAKY, TIPHUNHHO-
CIEACTBEHHBIE CBsA3U. OTBET YETKO CIPYKTYPHPOBAaH, JIOTWYEH, HO €CTh HEIOYETHl B
GopMyIupOBaHMK TOHITHH, pemeHuH 3a1ad. [Ipm oTBeTax Ha [OITONHUTENBHBIE BOIPOCH
JOMYLIeHBl  He3HauuTeNnpHble ommOku. OOydaromuMces NOPOJIEMOHCTPHPOBAH IIOBBIIICHHBIA
YPOBEHB BIAJCHUS KOMIETCHIUEH(-IMU );

- OIIEHKA «YAOBJETBOPHTEIbHO»: 00YUAIOUMMCS JaH HETIONHbIM OTBET Ha BOIIPOC, JIOTHKA
¥ IIOCIENOBATEIBLHOCTE H3JO0XKEHHS MMEIOT CYyIIecTBEeHHbIC HapyuweHus. Jlomymessl rpyOnie
OmWMOKY TpH OHPENCNICHUU CYIIIHOCTH PACKPHIBAEMBIX WOHSITHH, SBICHUN, HapyIilleHa JOTHKA
0TBETa, HE CHENaHbl BBEIBOJBL. Peueroe odopmiuenne Tpedyer Koppeknuu. OOyvarommiies
HCHBITHIBACT 3aTPYIHEHWEC NpPH OTBETC Ha JONOJHHUTENBHBIE BOIPOCH. OOyuarommmces
MPOIEeMOHCTPUPOBAH OA30BHIN YPOBSHB BIAACHUS KOMIICTCHIHEH(-AMH ),

- OLEHKH «HEeYAOBJIETBODUTEJBLHO»: 00yHalomuiics UCHBITHIBAET 3HAYWTENBHBIE
TPYAHOCTH B OTBETE Ha BOLPOC, JOITYCKAET CYIIECTBEHHEIE OIUOKH, HE BIANCET TEPMHUHOIIOTHEH,
HE 3HACT OCHORHBIX ITOHITHH, HE MOMXET OTBETHTh Ha «HABOISIIHE» BOIPOCHI IIPEIIONABATEIL.
O6ygaromuMcst TPOIEMOHCTPUPORAH HU3KUM YPOBCHD BIaICHMUS KOMIIETEHIIHEH(-IMH).
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