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1. Ob0sacTh NpUMEHEHHUs, HeJU U 32124 POHIa OLIEeHOYHBIX CPEACTB

®onx oneHouHbix cpeactB (POC) sBIIeTCS HEOTHEMIIEMOW 4YacThio paboyeil mporpaMmbl
JTUCIUIUIMHBL 3amuTa nHQOpPMAlUd B CHCTEMaxX Iepelady JaHHBIX W MPEeJAHa3HAueH I KOHTPOJIS U
OLICHKH 00pa30BaTeNIbHBIX JOCTH)KEHUN 00ydaromuxcs (B T.4. IO CAMOCTOSITENIbHON padoTe CTYAEHTOB,
naiee — CPC), ocBOMBIIMX IPOrpaMMy JTaHHOW JUCIUILINHBL.

Lenbto GoHIa OLEHOYHBIX CPENCTB SIBISIETCS YCTAHOBJIEHHE COOTBETCTBHS YPOBHS MOJTOTOBKHU
obyuatoutuxcs TpedoBanusm GI'OC BO no nanpasnenuto 11.03.01 Pagnorexnuka.

PaGoueit mporpammoli AUCHMIUIMHBI 3amuTa WHPOPMAIMM B CHUCTEMaxX Mepenadyd JaHHBIX
peycCMOTPEeHO (OPMUPOBAHUE CIIETYIOIICH KOMITETEHIUH:

IMIK-1. Croco0GeH BBHIMOTHATH MAaTEMAaTHYECKOE MOJCITUPOBAaHHE OOBEKTOB M TIPOIECCOB IO
TUIIOBBIM METOJIMKAM, B TOM YHCIIE C UCIIOIb30BAaHUEM CTaHAPTHBIX MAKETOB MPUKIIAJHBIX IPOTPAMM.

2. Onucanue noka3zaresied 1 KpUTEepHEB OLlEHMBAHUS KOMIIeTEeHIUI, JOpMUPYeEMBIX B IpoLecce
OCBOEHMSI TMCUUIJIMHBI (MOXYJIs1)

Onucanue mnokaszareiael U KPUTEpUEB OLICHUBAHUS KOMIIETEHIHMH, (HOpMUPYEMBIX B IpoIEecce
OCBOCHHUS AUCIUIUTMHBI (MOJIYJIS), U UCTIOJIB3YEMbIE OLICHOYHBIE CPEJICTBA MPUBEICHBI B Tabuiie 1.
Ilepeuenv oyeHounvix cpeocms, pekomeHOyemvlx 01a 3anoinenuss maobauyvl 1 (6 @OC He
NPUBOOUMCSL, UCNONBIYEMCS MOIbKO OJIsL 3aN0AHEeHUs madiuybl)
e Koumpouvhas paboma
e Vemmuwiti onpoc

® Bonpocwl 011 nposedenus IK3amena
Ilepeuens oyenounvix cpedcms npu HeoOXOOUMOCIU MOXHCem ObiMb OONOIHEH.



2.1. IlepeyeHb KOMIETEHI Ui ¢ yKa3aHHeM 3TanoB ux popmupoBanus B npouecce ocsoenus OIOII

Taoauma 1
Kon u HaumeHoBaHMe
Kona u HaumeHoBaHue HanmenoBanue
. HHAMKATOPA A10CTUKEHHS
¢popmupyemoii . KpuTtepun ouennBanus KOHTPOJIMPYEMBIX Pa3/1esioB U
¢dopmupyemoii 1
KOMIeTeHIMH TeM
KOMIETEHIINN
ITK-1. Cnocoben [IK-1.1. YmMeer cTpouts 3HaTh: - METOJOJIOTHYECKHE U TEXHOJIOTHYECKHE OCHOBBI NeNel-9
BBITIOJIHSTh ¢buznyeckue u KOMIUIeKCHOro obecrnieuenus: 6e3onacuoctu AC, - yrpo3sl u
MaTeMaTHYeCKOoe MaTeMaTHYeCKUe MOJENN MeTo bl HapylieHus 6e3onacHocTi AC, - hopMabHbIE MOJIEIH,
MOJIETTUPOBAHUE MojieTie, y3710B, OJIOKOB JeKale B OCHOBE cucTeM 3amuThl AC, - cTaHAapThI MO OILICHKE

00BEKTOB U MPOLIECCOB 110
THUIOBBIM METOIUKAM, B
TOM YHCIIE C
UCIIOJIb30BaHUEM
CTaH/IapTHBIX ITaKETOB
HPUKJIAIHBIX IPOrpaMM

PaAMOTEXHUYECKUX
YCTPOICTB U CUCTEM

MK-1.2. Bhapgeet HaBbikamu
KOMMbIOTEPHOr0
MOZENNPOBAHUA

3auieHHocTH AC 1 UX TEOpEeTUUECKUE OCHOBBI, - METOABI U
CpelCcTBa peanu3anuy 3amuieHHbx AC, - METOIbI U CPEJICTBA
Bepu(UKauK U aHaJH3a HAJAKHOCTH 3auiieHHbIX AC;
yMETb: - IpoBoAUTh aHanu3 AC ¢ TOUKHU 3peHHs 00ecTIeUeHUs
KOMIIBIOTEPHOI 0€30MacHOCTH, - pa3padaThiBaTh MOACIH U
MOJIUTUKY 0€30MacHOCTH, UCTIONB3YS H3BECTHBIC TIOA-XO/IbI,
METO/Ibl, CPEICTBA U UX TEOPETUUECKUE OCHOBBI, - IPUMEHSTh
CTaHJapThI MO oLeHKe 3amuueHHocT AC npu aHanu3e u
IIPOEKTHUPOBAHUY CUCTEM 3alUThl HHPopmarun B AC, -
peanu30BbIBaTh CUCTEMBI 3aUThl HHPOopMaruu B AC B
COOTBETCTBHMHM CO CTaHIAPTaMHU I10 oLeHKe 3amuineHHoctu AC;
BJIa/IETh HaBbIKaMU: - paboThl ¢ AC pacnpeeeHHbIX
BBIYUCIICHUI 1 00pab0TKK MHGOPMAIINH; - PA0OTHI C
nokymeHnTanueit AC, - HCIIOJIb30BAHUS KPUTEPUEB OLIEHKH
3amuieHHocTH AC, - mocTpoeHus (popManbHBIX MOJENIEN CUCTEM
3anThl nHpopmanuu AC.

2.1.2. Dransl popMHPOBAHHMA KOMIIETeHIM I

CpopMHUpOBAaHHOCTh KOMIIETEHIIUNA IO AMCIMIUIMHE 3amuTa WHPOPMAIMM B CHCTEMaX IMepeAadyd JaHHBIX OMpPENeNseTcs Ha CIeAYOIINUX

oTamax:

1. Jran Tekymux arrecrauuil (/[nsa npogedenus mekywux ammecmayuii Mo2ym Obimb UCNONb308AHbI OYEHOUHbIE CPeOCmBd, VKA3aHHble 8

pazoene 2)

2. JTan NMpoMeXYTOYHBIX aTTrectauuid ([Jis nposedenus npomexncymouHou ammecmayuu mMo2ym 0binb UCNOAb306AHbL Opyeue OYEHOUHbLE

cpedcmea)

! Haumenosanus pazoenoe u mem 0014ceH cOOMEEMCME06ams paboyeti npospamme OUCYUNIUHbL.

Taoauua 2




Irtansl popMHPOBaAHNSA KOMIIETEHIIUA

Jrtan
JTan TeKylIuX aTTecTalui NMPOMEKYTOYHOM
Kon n HanmeHnoBaHue Kon 1 HanmeHOBaHME HHANKATOPA aTTecTalun
OpMHUPYEMOi OCTIXCHHS (DOpMHUPYEMOi 6-10
DOy A Loy 1-5 nenens 11-15 nenens 1-17 nepenst 18-20 neness
KOMITCTCHIINU KOMITCTCHIINU HeJeJst
Texymas Texkymas Tekymas KP/K
Y y Y CPC [TpomexyTouHas
aTTecTanus aTTecTalus aTTecTanus ATTeCTAIIS
Nel Ne2 Ne3 t
1 2 3 4 5 7
I1K-1. Criocoben [IK-1.1. Ymeer cTpouTh
BBITIOJIHATH dusznUecKkue U MaTeMaTHYECKUE
N Kontponsnas | Konrponsnas | Konrponsnas | KonTponbHas .
MaTeMaTU4eCcKoe MOJIeIHN MOJeNeH, y3110B, OJI0KOB Tecr, yCTHBIH OMpoc
. pabota Nel pabota No2 pabota Ne3 pabota
MOJIEIIMPOBAHUE PalMOTEXHUYECKUX YCTPOUCTB U
00BEKTOB U MPOILIECCOB | CUCTEM
110 TUIIOBBIM [1K-1.2. Brameer HaBBIKAMH
METOJMKaM, B TOM KOMIIBIOTEPHOTO
YHUCJTIE C MOJECIUPOBAHUSA Konrtponsnas | KontponeHas | Konrponbnas | KonTponabHas N
Tecr, ycTHBII ompoc
HCIIOJIb30BAaHUEM pabota Nel pabota No2 pabota Ne3 pabota
CTaH/IAPTHBIX MTAKETOB
MPUKJIAJIHBIX [IPOTPAMM

CPC — camocrosTenbHas padoTa CTyJE€HTOB;
KP — kypcoBas pabora;
KII — xypcoBo#1 IPOEKT.

2.2. lloka3zaTesiu ypoBHell ¢(popMUPOBAHHOCTH KOMIIETEHIIMI HA dTaNaxX UX (JOPMUPOBAHUS, ONUCAHHE IIKAJI OLIEHUBAHUSA
2.2.1. Iloka3aTesn ypoBHeil cGpOpMMPOBAHHOCTH KOMIIETEeHIIHI HA 3Tannax ux GopMHpPOBAHUSA

PesynbpratoM OCBOCHMS MUCHMIUIMHBI 3aniuTa UHPOpMAlUM B CHUCTEMaX Iepefadyd JaHHBIX SIBISETCS yCTAaHOBJIICHHE OJHOTO W3 YPOBHEH
c(hOpPMHUPOBAHHOCTH KOMIIETEHIINI: BHICOKHIA, TOBBIIIICHHBIN, 0a30BbIi, HU3KHUH.

(OI_IGHKa «OTJIMYHO», <<33‘lTeH0»)

MIpPECTaBIECHUS 110 UCIUILUIMHE.
OTBETHl Ha BOMPOCHI OLIEHOYHBIX CPEACTB IOJHBIE H
BEpHBIE.

Tadauna 3
Oo6menpodeccuoHaIbHbIE/
YpoBennb YHuBepcajJbHbIe KOMIIETeHIHH npogeccuonaibHbIE
KOMIIETeHIIM U
Bricokuii ChopmupoBaHbl 4YeTKHE CUCTEMHble 3HaHus u | OOy4aroIIMMCsS ~ yCBOGHA  B3aMMOCBSA3b  OCHOBHBIX

MOHATHM JMCLUMIUIMHBI, B TOM YHCIE JUIsl pEIIECHUS
po¢eCCHOHANBHBIX 3a/1a4.
OTBeTHl Ha BOIIPOCHI

OICHOYHBIX CpEACTB




Oo6menpodgeccuoHaIbLHbIE/

YpoBennb YHuBepcajibHble KOMIIETEHIMH npodeccuoHaIbHbIE
KOMIIETeHIIM U
Jlanpl pa3BepHYThIC OTBETHI HA JIOTIOJHHUTEIBHBIC | CAMOCTOSTEILHBI, WCYEPIIBIBAIOIIHE, COJICpIKaHUC
BOTIPOCHI. BONpPOCa/3aaHuUs OLEHOUYHOT'O CPEICTBA PACKPHITO MOJHO,
OO6yygarommmcst MIPOIEMOHCTPHPOBAH BBICOKWH | mpodeccrmonanpHo, TpaMoTHO. JlaHBI  OTBETHI Ha
YPOBEHb OCBOCHHS KOMIICTCHIIUU JIOTIOJTHUTENIBHBIC BOITPOCHL.
OOyyarommMcsi MPOJCMOHCTPUPOBAH BHICOKHUN YPOBEHB
OCBOCHUS KOMITETEHITHH
[ToBbImeHHBII 3Haams W mpencraBineHuss 1o guciuiuiHe | ChopMupoBaHBI B IENIOM  CHUCTEMHBIE 3HAaHHA W

(oLIeHKa «XOPOIIIOY, «3aYTCHOY)

c(hopMHPOBaHBI HAa TIOBHIIICHHOM YPOBHE.

B orBeTax Ha BOIPOCHI/33/IaHUsI OLIEHOYHBIX CPEICTB
M3JI0’)KEHO TOHUMAaHHME BOIIPOCAa, NAaHO JOCTATOYHO
MoJIpoOHOE OMHCaHHUE OTBETA, MPUBEACHBI U PACKPBITHI
B TE3UCHOU (pOpME OCHOBHBIC TIOHSITHS.

OTBeT oTpakaeT MOJHOE 3HaHME MaTepHhala, a TakkKe
HAJINYKE, C HE3HAYUTENBHBIMY NPOOeIaMy, YMEHUH U
HAaBBIKOB MO H3y4aeMON JUCUHUIUIMHE. JlOmyCTHMBI
eMHIYHBIE HETPYOble OIIHOKH.

OOyJaromuMcsi TIPOJIEMOHCTPUPOBAH  TTOBBIIICHHBIH
YpOBEHb OCBOCHHSI KOMIIETEHLIUU

MIpeICTaBICHUS IO JUCLHUILUIMHE.

OTBeTsl Ha BOMPOCH OIIEHOYHBIX CPEACTB IOJHEIE,
TPaMOTHBIE.

[IponeMOHCTpUpPOBaH MOBBIINIEHHBIH YpPOBEHb BIaJECHUS
MPAKTUYECKUMHU YMEHUSMHU U HaBBIKaMH.

JonycTuMbl eAMHUYHBIE HErpyOble OWIMOKH IO XOAy
OTBETa, B IPUMEHEHHN YMEHUIN 1 HaBBIKOB

bazoBrrit
(omIeHKa «yIOBIETBOPUTEIHHOY, «3aUTEHO)

OTBeT OTpaxaeT TEOPETUYECKHE 3HAHHUS OCHOBHOTO
MaTepuaia JUCHUIUIHHBL B 00beMe, HEOOXOIUMOM IS
nanpHelmero ocsoenus OITOIN.

OOyyJaromuicsl OMyCKaeT HETOYHOCTH B OTBETE, HO

obnmajaer  HEOOXOAWMBIMH  3HAHMSAMH Ul UX
yCTpaHEHWUSL.
Ob6yuarommmcst IPOJEMOHCTPUPOBAH 0a30BBIi

YPOBEHb OCBOCHUS KOMIIETECHITNH

OOyyaromuiicsi BJIaJeeT 3HAHUSIMH OCHOBHOT'O MaTepuasl
Ha 6a30BOM YpOBHE.
OTBeThl Ha BOIPOCHI OIIEHOYHBIX CPEJCTB HEMOJHBIE,

JIOTTYIIE€HBI CyILIECTBEHHBIE OIINOKH.
[IponemoHcTpupoBaH  0a30BbI  YPOBEHb  BIIAACHUS
MPaKTUIECKUMHU YMEHUSIMH 51 HaBBbIKaMH,

COOTBETCTBYIOIINH MUHHUMAIBHO HEOOXOJUMOMY YPOBHIO
JUISL pelIeHust MpodecCHOHANBHBIX 3a/1a4

Huszkuii
(olIEHKA «HEYOBIETBOPUTEILHO,
«HE 3aYTEHO»)

ﬂeMOHCTpI/IpyeT IMMOJIHOC OTCYTCTBHUC TCOPECTHUCCKUX 3HAaHUH Marepuajia JUCHUIIIMHBI, OTCYTCTBUC MPAKTHICCKHUX

YMeHI/Iﬁ 1 HAaBBIKOB

Ilokazarenu ypOBHCﬁ C(I)OpMI/IpOBaHHOCTI/I KOMIIETEHIIUH MOTYT OBITH HU3MCHCHBI, JOIOJIHCHBI W aAallTUPOBAHBI K KOHKpCTHOﬁ pa6oqel71

mnmporpamMmMe IMCHUITIINHEIL.




2.2.2. Onucanue MIKaJ OeHUBAHUSA

B ®I'bOY BO «AI'TY» BHempeHa MOIyJIbHO-PEUTHHIOBAas CHCTEMa OLEHKH Yy4ueOHOM
NEeSITeIbHOCTH CTYIEHTOB. B cooTBeTCTBMM ¢ 3TOH CHUCTEMOM NPUMEHSAIOTCA MATHOAIbHAS,
nBaauaTrOanbHas U cro0abHAs IIKAJIbl 3HAHWHA, YMEHHH, HABBIKOB.

I xajabl oneHuBaAHUS
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IToxa3biBaeT BEICOKHIA yPOBEHD C(HOPMHUPOBAHHOCTH KOMITETEHITHH, T.€.:

o

N | — IPOAEMOHCTPHUPYET IIyOOKOe M IIPOYHOE YCBOCHUE MaTepHaa,;
o 3 Y — HCYEpHBIBAIOIIE, YETKO, IOCIENOBATENbHO, IPAMOTHO W JIOTHYECKH
A A A m CTPOMHO H3J1araeT TeOPETUYECKHI MaTepual
] ] o
= = = % — OpaBWIBHO (GOPMHUPYET ONpPEEICHUS;
= é B é E8 — JIEMOHCTPHPYET yMEHHS CaMOCTOSTENBHOW pabOThl C HOPMATHBHO-
B E E o i e
S = S = c8 MIPaBOBOI TUTEPATypPOH;
ye | yw ¥ —  yMeeT JeJ1aTh BBIBOJIBI 110 H3JIaraeéMOMY MaTepHay.

~ 3 [ToxazpiBaeT JOCTATOYHBIN YPOBEHH CHOPMHUPOBAHHOCTH KOMITETSHIIUH, T.€.:

«—

' ' — JIEMOHCTpHUpYET [OCTaTOYHO TOJHOE 3HaHME MaTepHalia, OCHOBHBIX
< © R TEOPETUIECKUX MOI0XKECHH;
R R R — JIOCTaTOYHO TMOCJIENOBAaTENbHO, TIPAMOTHO JIOTMUECKH CTPOMHO
g CE]) g W3J1araeT MaTepuan;
S § g § S § —  JIEMOHCTPHMPYET yMEHHUS OPMEHTUPOBATLCS B HOPMAIILHOMN JINTEPATYPE;
25| %25 2 5 —  yMeeT JenaTh JOCTATOYHO OOOCHOBAHHBIE BBIBOJBI MO H3IAaraeMOMy
M) M) M)

MaTepHuany.

IToka3bIBaeT NOPOTroBBIN YPOBEHb CHOPMHUPOBAHHOCTH KOMIIETCHLUH, T.€.:

% % % — JIEMOHCTpHpYeT o0IIee 3HaHUe H3y4aeMOro MaTepHaa;
E “E - E 5 —  HCHBITBIBAET CEpbE3HbIE 3aTpyIHCHHUS npu OTBETax Ha
= = S = E JIOTIOJTHUTEJIbHBIE BOIIPOCHI;

= .
é . g 8 g 8 — 3HAeT OCHOBHYIO PEKOMEHAYEMYIO JIUTEPATYPY; }
2 S ey 2 2 — yYMEET CTPOUTHh OTBET B COOTBETCTBHUM CO CTPYKTYPOH H3IaracMoro
g2 3 2 . g2 Marepuaia.
X \© AN X ©
2o | 2 2 ®
~ 1 ~ 1 ~ 1
A A A CraButcs B cilyyae:
S S S N
= = z —  HE3HaHWs 3HAYUTEIBbHOW YacCTU IPOTPaMMHOI0 MaTepuaa;
E E E — HE BJIAJICHUA NOHSATUHHBIM aIlapaToM JUCUUIUINHBL
g = = — JIONMYIICHUs CYIIECTBEHHBIX OIIMOOK TIPH W3JIOKEHUH Y4eOHOTrO
é é @ é @ MaTepuana;
% o % E % E — HEYMEHME CTPOUTbH OTBET B COOTBETCTBUM CO CTPYKTYPOM H31aracMoro
g( % g{ O g( O BOIIpOCa,

— Lo
8 5 = 50 — HEYMEHME JeJIaTh BbIBObI [10 U3JIaraeMOMY MaTepHaiy.
janilo\| T - T
I N I




3.

TunoBbie KOHTPOJIbHBIC 3aJaHUA, HHbIC MaTE€PHUAJIbl H METOAHYECCKUEC PEKOMEHAAIIUHA,

Heo0XoaMMbIe 1JIs1 OlleHKH ¢(pOPMUPOBAHHOCTH KoMIeTeHIMid B ipouecce ocsoeHuss OITOIT
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3.1. 3agaHus ¥ BONPOCHI 1JIsl BXOJAHOT0 KOHTPOJISA

[TonsTre nHGOpPMAITHH.
Cucrema yrpaBiieHUs THPOPMAITHOHHOM O€30TTaCHOCTHIO.
[TommTrka MHPOPMAITMOHHONW OE30TTACHOCTH.
HNudpactpykrypa nHOOPMAITMOHHON 0€30MIaCHOCTH.
®duznveckas 6€30MaCHOCTh U 0€30MACHOCTH OKPYIKAIOMIEH CPeIbl.
YHpaBHCHI/Ie AOCTYIIOM K CUCTCMaM.
3.2.1. ATrecTallMOHHAsi KOHTPOJILHAsA padoTa Nel
OcHoBHbIE TOHATUSA UHGOPMAITMOHHON 0€30M1aCHOCTH.
ABTOMaTH3UpOBaHHAsA cucTeMa o0paboTku uHpopmanmu. IlpeacraBienune mHpopmanuu B
AC.
bazoBeie cBoiicTBa nH(pOpMAIIH
Jonyck k nndopmanuu. bazoBbie moHATHS
Omnpenenenne yrpo3sl 6e3omacuocTr st AC. [IpotuBoaeiicTBre yrpo3am 6e301macHOCTH
3amuTa TaHHBIX B CHCTEMax repeaadn nHhopMaIuu.
IIpakTHka yTeuek.
[Tpobnema naenTrUKaIMU HHHOPMAITUH.
OcHOBHbIE KaHaJIbl YTEUKH.
Ananu3 yrpo3 nHhopMaluoOHHON 6€30MaCHOCTH.
CpenctBa U CUCTEMBI KOHTPOJISL U YIIPaBJIEHUS JOCTYIIOM
3.2.2. ATTecTauMOHHAS KOHTPOJIbHasi padoTa Ne2

3amMra JaHHBIX B CUCTEMax Nepeadu HH(popMarum.
IIpakTHKa yTeuek.
[Tpobnema naeHTrUKaIMN HHHOPMAITUH.
OcHOBHbIE KaHaJIbl YTEUKH.
AnHanu3z yrpo3 “HQOpPMaLMOHHOM O€30MaCHOCTH.
Yrpo3sl U ySA3BUMOCTH O€CHpOBOAHBIX ceTeil. Touku gocTtyna B OECHpOBOJHBIX CETAX.
Bemanue pagromMasika.
3.2.3. ATTecTallHOHHASI KOHTPOJILHAasI padoTa Ne3
3amyTa JaHHBIX B CUCTEMax Mepeaadyn HHPOopMaluu.
IIpakTHka yTeuek.
[Tpobnema naeHTUGUKAMY HHPOPMALIKH.
OcHOBHBIE KaHaJIbl YTEUYKH.
AHanu3 yrpo3 nH$popMalnoHHON O€30MaCHOCTH.
VYrpo3sl  KOHOUAESHIUATBLHOCTH, IEJIOCTHOCTH, JOCTYMHOCTH HWH()OPMAIUHN, pPaCKPBITHS
napaMmeTpoB HH(POPMAILIMOHHOM CUCTEMBI JaHHbBIX.
OcHoBHble Buab! aTak Ha AC.
Krnaccudukanus ocHoBHbIX aTak Ha AC ¥ BpeJJOHOCHBIX MPOTPamMM.
ANTOpUTMBI 3alIUTHI COOOIIEHUH B KaHaJax nepenayu nHpopManun
Cpenctsa 3amuThl HHGOPMAIIHH.
OnexktpoHHas nudpoBas noanuch. lleab ayTeHTH(UKALUU HIEKTPOHHBIX JTOKYMEHTOB.
®opmar 31eKTpoHHOM nHdpoBoit moamnucu. Xom-¢pyHKuus. OAHO HampaBiIeHHbIE XOIII-
¢yskunun. OCHOBBI TOCTPOEHUS XAII-(DYHKIIUH.
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3.2.4. CniucoK BONMPOCOB K IK3aMEHY
3amuTa JaHHbIX B CUCTEMax epeaadyu nHGHOpMaIUH.
IIpakTHka yreuek.
[Ipobnema uaeHTHUUKAITTN THHOPMAITHH.
OcHOBHbIE KaHaJIbl YTEUKU.
AHanu3 yrpo3 nHhopMalnoOHHON O€30MaCHOCTH.
YTpo3bl  KOHOUACHIUATBLHOCTH, IIEOCTHOCTH, JOCTYMHOCTH HWH()OPMAIUHN, pPaCKPBITHS
napamMeTpoB UH(POPMALIMOHHOM CUCTEMBI JaHHbBIX.
OcHoBHEbIe BUAEI aTak Ha AC.
Knaccugukanus ocHOBHBIX atak Ha AC U BpeJOHOCHBIX IPOTPAMM.
AJTOpUTMBI 3aIIUTHI COOOIICHH B KaHalaX Mepenayu nHpopmauu
CpencTBa 3amuTsl HHGOPMAIIH.
MexceTeBoe s3KpaHUpPOBaHUE
MeTob! 32U Thl HH(POPMAIHH ¢ TTOMOIIBIO AITOPUTMOB CTeTaHOTpadUH U PEUEBOM MOANNUCH
MeTo/b1, CpeCTBA U TEXHOJIOTUH 3alIUTH HHpOpMaIiK B ceTu MHTepHeT.
CpenctBa U CUCTEMBI KOHTPOJIS U YIIPABJIEHUSI TOCTYIIOM.
CnocoOsl  obecnieueHuss MHPOpMAIMOHHON  Oe3omacHOCTH. KOMIUIEKCHBIH — MOAXO..
Heo6xonuMocTs IpUMEHEHHUsT CTaHIapTOB
Kpunrorpadus. udpoanue c 3akpbiTeiM KitodoM. [lonstue nuddysun u koHdysuu.
CrpykTypa anroputMa cuMMeTpuuHoro mudpoBanus. Kpunroananus. Mcnonb3zyembie
KpuTepuu npu pazpabotke anroputmon. Cerp Deitmrens. [lonstue cnaboro kiroya.
AcummerpuyHoe mudpoBanue. OCHOBHBIE NPUHIMIIBI MOCTPOCHHUS KPHUIITOCUCTEM C
OTKPBITHIM KJIF0UOM. OCHOBHBIE aJITOPUTMBI IOCTPOEHUSI CUCTEM C OTKPBITHIM KIIFOUOM.
OnektpoHHass uudpoBas mnoanuch. lLleap ayTeHTH(UKAUU SIIEKTPOHHBIX JTOKYMEHTOB.
@dopmar 3aeKTpoHHOM nHudpoBoit moamucu. Xom-¢pyHKuus. OAHO HampaBiIeHHBbIE XOIII-
¢bysakunrn. OCHOBBI TOCTPOCHUS XAII-()yHKITHH.
Texnonorun wmexcereBbiXx 5kpaHoB. Dynkiuun MD. Knaccupukaums MD. Dunbrparus
tpaduka. Kpurepun anHanm3a WHOOPMANMOHHOTO IMOTOKA. BEINMOMHEHWE QYHKITHA
nocpenHudecTBa. CrocoObl pa3rpaHUUYEHHs 1OCTYIa K pecypcaM BHEUIHEH/BHYTpEHHEH CeTH.
KammpoBanue nanHbiX. OcOOEHHOCTH (PYHKIMOHHpOBaHUS MDD Ha pPa3IUYHBIX YPOBHSX
mozenu OSI. Bapuantel wucnonnenus MD. Cxemsl ceTeBod 3ammTel Ha 0aze MD.
®opMupoBaHUE MOJUTUKHA MEXKCETEBOr0 B3auMoieicTBUA. OCHOBHBIE CXEMbI MOJAKIIOUEHUS
MD. IlepcoHanbpHbIe U paciipeielieHHble ceTeBble SKpaHbl. [Ipobaemsl 6ezonacHoctn MD.
Bupryanensie 3amumenssie cetd (VPN). Tynnens VPN. VPN-knuent. VPN-cepsep. 11nro3
6esomacHoct  VPN. BapuanTbl TOCTpOCHHS BHUPTYAIbHBIX 3alllUIICHHBIX KaHAJOB.
HocrounctBa npumeHneHusi texHojsoruu VPN. IlpoTokosnsl ¢opMupoBaHHS 3alIUIIEHHBIX
KaHaJIOB Ha KaHalbHOM YypoBHe. [IpoTokonbsl (opMHupOBaHMS 3allMIICHHBIX KaHAJIOB Ha
CEaHCOBOM YpoOBHeE. 25. 3amuTa OeCIpOBOIHBIX CETEH.
®usznyeckuil yposens cranaapta IEE 802.11. Cranmapt WPA.
3amurta Ha cereBoM ypoBHe. [Ipotokon [PSec. Apxutektypa cpeactB 6ezomacHoctu [PSec.
3ammMra nepenaBaeMblXx JaHHBIX ¢ nomombio npotokosoB AH u ESP. Ilporokon AH.
[Iporokon nukancynupyroiei 3amutel ESP. Anroput™el ayreHTHGUKAINMN U IIMPPOBaHUS B
IPSec. Crpykrypa anroputMa HMAC. Ilpotokon ymnpasnenus kpuntokimodamu IKE.
VYcranosnenne OezomacHor accouranuu SA. basel ganueix SAD u SPD. OcHOBHBIE CXEMBI
npumenenus [PSec.
WndpactpykTypa 3ammurhl Ha MPUKIAAHOM YpOBHE. YTpaBieHHEe UACHTHUPUKALUEH u
noctynoM. OcoOeHHOCTH yripaBiieHUs! J0CTyNnoM. DYyHKIIMOHUPOBAHUE CUCTEMBI YIIPABICHUS
nocryriom. CpenctBa ympaBieHHs ceTreBbiM jgoctynoMm. CpenctBa ympaBieHus Web-
noctynoM. Opranu3zamus 3alMIIeHHOT0 yAaleHHoro goctyna. [IpoTokosbl ayTeHTU(UKAITIH
yAaJleHHBIX ToJib30BaTenel. LleHTpann3oBaHHbIA KOHTPOJIb YJAJIEHHOTO AOCTYyNa Ha IpUMEpe
TACACS.
Konuenmus ananTtuBHOTO YyIpaBieHHs O€30MacHOCTHIO. JTalbl OCYILIECTBJICHUS aTakd Ha
uHpOpMalMOHHYIO cucTteMy. KoHuenuus afanTHUBHOTO YOpaBieHHs O€30IacHOCTBIO.
OO6nHapyxeHue arak. AANTHUBHBIM KOMIOHEHT. Mojenb amanTUBHOW O€30MacHOCTH CETH.
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TexHosnorusa ananuza 3amuuieHHocTd. CpencTBa  aHanu3a  3alllUIIEHHOCTH  CETEBBIX
MPOTOKOJIOB U cepBUCOB. CpeacTBa aHanm3a 3anuiieHHoctd OC. MeTtoapl aHann3a ceTeBon
uHpopmanuu. Knaccudukanus cucreM oOHapyxkeHus atak. Cuctembl oOHapy>KEHHs aTak.
MeTtoapl pearupoBaHus.

KomnbroTepHsle BUpYyChl W HpoOIEeMBbl  aHTHBHpPYCHOW  3amuthl. Kiaccuduxanms
KOMIIBIOTEPHBIX BHUPYCOB. JKM3HEHHBIM LIMKJI BUPYCOB. BpemoHOCHBIE NPOrpaMMbl IPYIrHX
TUIOB. AHTUBHUPYCHBIE IpPOrpaMMbl U KOMIUIEKCHl. BHeEIIHME NpHU3HAKU AESTEIbHOCTU
BUpycOB. Meronbl 0oOHapyxkeHus BUpycoB. Buabl aHTuBUpyCHBIX Iporpamm. Kputepuu
KayecTBa AaHTUBUPYCHOM mnporpammsl. [Ipodunaxtuueckue mepbl 3amuthl. [locTpoenue
CUCTEMBI AHTUBUPYCHOM 3aILUTHI KOPIIOPATUBHOM CETH.

3amaun  YIpaBJCHMsT CHUCTEMOWM ceTeBOM 0e30macHOCTH. ApPXUTEKTypa YIIpaBlICHHS
cpeacTBaMu ceTeBoil OezonmacHocTu. KoHuenus riao0anbHOro yrnpaBieHus: 6€30MacHOCThIO.
I'noGanbHas nonutuka 6ezonacHocty. JlokanbHas MOJUTHKA O6€3011aCHOCTH.

TpeboBanust 1o 3ammre WHQOPMALUU OT HECAHKIMOHHMPOBAHHOTO JOCTyHa Ui
aBTOMATU3MPOBAaHHBIX CUCTEM.

KommnekcHblit moaxon k 3amute nHpopmanuu. CpeacTBa 3aluThl HH()OPMAIIHH.

DLP ? cucremsl.

3a4eThl ¥ SK3aMEHBI MOTYT OBITE IIPpOBCACHLI B MUCbMEHHOM (I)OpMC, a TaKXKe B MHUCHMCHHOMU

(dopMe ¢ YCTHBIM JIONIOJTHEHUEM OTBETA. 3a4€Thl CiIyKaT (POPMOM POBEPKU KaueCTBA BBIIIOJIHEHUS
CTyZ€HTaMH J1a00paTOpHBIX paboT, YCBOCHUSI CEMECTPOBOI0 y4eOHOI0o MaTepuaia Mo JUCLMILIMHE
(MOAyI0), MPAKTUYECKUX U CEMUHAPCKUX 3aHATUH (IIPU OTCYTCTBUU K3aMEHA MO TUCLUIUINHE).

ITo uToram 3a4€Ta, COOTBETCTBUU C MOAYJIbHO — peﬁTHHFOBOﬁ CHCTEMOH YHUBCPCUTCTA,

BBICTABJISIOTCS OajIbl C nocjacayromum mnepexoaom II0 HIKaJe OamIel — OLICHKHU 3a 3a4cCT,
BBICTABJIICMBIH KaK 110 HAMMEHOBAHMIO «3a4TCHO», «HC 3a4TCHO», TaK U I[I/I(I)(bepeHL[I/IpOBaHHO
T.C. C BBICTABJICHUCM OTMCTKH II0 CXCMC — «OTJIIMYHO», «XOPOLIO», «KYAOBJICTBOPHUTCIBHO» U
«HCYHAOBJICTBOPHUTCIIBHO», OIIPCACIEIEMOC PCIHICHUCM Yyenoro coseTa YHUBCPCUTCTA U
IMMPpOIKUChbIBACMOI0 B y‘-I€6HOM IJIaHe.

Kpumepuu  oyenxu yposns cgopmuposannocmu  Komnemenyuil Oaid  NPOGeOeHUs.

aK3ameHa/ougepenyuposannozo 3auéma (3auema ¢ OYeHKoll) 3asUcam om ux Gopm npoeeoenus
(mecm, 6onpocwl, 3a0anus, pewienue 3a0ad u m.o.).



