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1. Iesin u 3a1a4M OCBOEHUSI TUCHHUILINHBI.

[lenssMu OCBOCHUS TUCHUIUTUHBI (MOayIsi) « MHpopMairoHHas 0e30MacHOCTh OTKPBITHIX
CHCTEM» SBJISETCS MPUOOpPETeHHE CTYACHTAaMH (yHIAMEHTAIBHBIX MPEICTABICHUNA O (DYHKIIHIX
coBpemenHoit UBOC u o cTpykType ee (pyHKIIMOHAIBHBIX KOMIIOHEHTOB, JACTCS OIpEAeiICHHUE
3amau UBOC wu ee rpaHui, TOBOPUTCS OO0 aJE€KBATHOM IO3WIIMOHUPOBAHMM M CPEICTBAX
unrerpaunu UBOC B coBpemennoit UT cTtpykrype.

CoBpemennas mpobinema obOecriedeHus 0€30HMaCHOCTH  MH(POPMALMOHHBIX  CHCTEM
KOMIaHuil, GupM, npou3BoACTB, ['ocyupex/ieHuil SBISETCS TOBOJIBHO CIIOKHBIM KOMILIEKCOM U
OOBEKTHBHBIMH TPUYMHAMH TOSIBIICHUS 3TOH MPOOJIEMBbl U €€ PEIHICHUs SBIISIOTCS BHYTPCHHHE
(cOom TEXHMKH M TPOTPAMMHOTO OOECHEUYCHHs, OIIMOKM W HEIOpabOTKH B TPOCKTHUPOBAHHH,
HaJIaJIKe CHCTEM, HEeIOCTATKH MacIITaOWpOBAaHUH, OOCITYKHBAHUS CUCTEMBI, aIMUHUCTPHUPOBAHUS
MOHMTOPHUHTA, ayJauTa CHCTeM, [peAHAMEpEHHble U  IleJiCHANpaBleHHbIE  JIEHCTBUS
0OCITy’)KMBAIOIIETO TEpcoHaia, BEeAylIHMe K HAapYIICHHWI0 COXPAHHOCTH WH(OpMAINW), BHEUIHHE
(HamuuKe 0ObEKTUBHBIX MPUYHH YS3BUMOCTEH JAEMCTBYIOUINX CUCTEM U, KaK CIEACTBHE, XaKepPCKUe
aTaKy U B3JIOM CHUCTEM) IPUYMHBI.

B kypce nemaercs MOMBITKA CO3JaHUS €IUHOW CHCTeMbl oOecredeHus] Oe30MacHOCTH
HauMHasg OT WJEU CO3JAaHMsI TaKOM CHCTEMbI, IPOEKTUPOBAHMS €€, HaJlaJKe, IKCIUIyaTaluu Hu
MmaciitabupoBanusi. OtnenbHOW TemMoW OyAeT pacKpbITUE TOHATUH, YTO TaKoe CHCTEeMa,
uHpopManus ,0€301MaCHOCTh, OTKPBITHIE H 3aKPHITHIE CHCTEMBI.

Lenu u3ydeHus: TUCIUIUIUHEIL.

*YMeTh aHalIM3UpOBaTh KJacchl 3aJad W  IPOLECCOB, CO3JaHUsS  3aIMILEHHBIX
MH(OPMALIMOHHBIX CUCTEM M HaBBIKOB UX MOJICPKAHUS |

*OnuceIBaTh OCHOBHBIE (YHKIIMOHAJIBHBIE MOJCHCTEMBI U UX B3aUMOCWCTBUE B PaMKax
komiiekcHoi bBOUC,;

*Brnagets MeTonukoil BbIOOpa CpeICTB aBTOMATH3allMd M METOJOJIOTUS Ipolecca
BHEJIPEHUS CUCTEMBIL;

*3HaTh pa3HUIly pELIEHUs JaHHOM NpoOJieMbl B OTEYECTBEHHBIX OpraHM3alUsIX |
3apy0eKHBIX KOMITaHUSIX;

*[loHuMaTh, MepcoOHaNy pa3pelieHo BCe, 4YTO HE 3allpellieH0, CTPOroe COOJ0eHUE
WHCTPYKIIMH M 9TAroB BBIMOJHEHUE PadOT, YACHEHUS TOHATHS BaXKHOCTU Ka)XIOH TOJDKHOCTU B
€IMHOM OpraHu3Me (UpPMBbI, CIIpaBeIJIUBOI CUCTEMbl MATEPHAILHOTO MOOIIPEHMS;

* IlpuoOpereHre HaBBLIKOB B JAMATHOCTUPOBAHUU pPabOTHl AITOPUTMOB, TEXHHKH,
IIPOTOKOJIOB, KOPPEKIUSA HHCTPYKIIMHI U MOJI0KECHUI;

*Enunoe TpebGoBaHue K 0e30MacHOCTH BceoOIlas cucTeMa ABOWHON MapoibHOW 3alllUThI,
XpaHeHue 000 mHopmanuu B 3amm@poBaHHOM GopMare U CHUCTeMa JOMyCKa K TEXHHKE,
MPOrpaMMHOMY 00ECIIEUeHHIO U aTprOyTaM HH(OPMAIIUH.

2.Mecto qucuuniauHbl B crpykrype OIIOII
Hucnunnuna « MapopManmonHas 6€30MacHOCTb OTKPBITHIX CHCTEM » OTHOCUTCS K Onoky 1
(Obs3aTenbHas 4acTh).

[IpenmecTByomuMy TUCHUIUIMHAMY, (OPMHUPYIOIIMMU HayalbHbIE 3HAHUSA, SIBIISIOTCS:
Anrebpa u reomerpus, [luckperHas maremaruka, Mudopmaruka, OcHOBB HH(POPMALMOHHON
OesomacHocTH, MaremaTuueckas JIOTHKa W TEOpHsl  alrOpUTMa, 3HaHHE OCHOB Kypca
“Kpunrorpaduyeckrie OCHOBBI 3aIIUTHI HHpOpMAUU .

[Tocnenyromumu JUCLUIUITUHAMU SIBJIIFOTCSL: VYnpasnenune nH(OPMALIMOHHON
0€30IacHOCTbI0, 3aluTa IporpamMm U 1aHHbix, Obecneuenue b B HHTEIEKTyalbHBIX CUCTEMAX.

3. Kommnerenuuu oOyuawiuierocsi, (popMupyemMbie B Ppe3yJbTaTe OCBOEHHS
AMCUUIJIMHBI (MOAYJIs1)

B pesynbraTte ocBoeHHS AuCHUIUIMHBI « HMH(popMannoHHass 0€30macHOCTh OTKPBITHIX
CHUCTEM» CTYJICHT JOJIKEH OBJIAJIETh CJICIYIOIIMMU KOMIETECHIIUSIMH:



Kon HanmeHnoBaHMe KOMIIETEHIIUHN HaunmMeHoBaHMe nmoka3arteJist
KOMIIETEeHII OlLlcHUBAHMS (MOKA3aTeJH
UM AOCTHKEHHMS 3aJAHHOI0 YPOBHS
O0CBOEHHUSI KOMIIETEHIHIH)
OIIK-5 CriocobeH npruMeHSITh HOPMaTHUBHEIE OIIK-5.1.2
IPaBOBBIC aKThI, HOPMAaTHBHbIC U 3HAET PABOBbIE OCHOBBI OPraHU3AIUH
METONYECKUE JOKYMEHTHI, 3aIUTHI IEPCOHANBHBIX JaHHBIX U
perilaMEHTUPYIOLIHE ISSITEIHOCTD 10 3aIUTe | OXPaHbl Pe3yJIbTATOB UHTECIUICKTYAIbHOM
urpopmaiu B chepe nmpodeccrnoHanbHOI JICATSIILHOCTH
JIeSITeITbHOCTH OIlK-5.2.2
yMeeT 00OCHOBBIBATH PEIICHUS,
CBSI3aHHBIC C peaM3alieil MPaBOBbIX
HOPM I10 3aLIUTe HHPOPMAIHH B
npenenax
JIOJDKHOCTHBIX 00s13aHHOCTEH
OIIK-6 CriocoOeH npu perieHuu OIIK-6.1.1
poeCCHOHANIBHBIX 337124 3HACT CUCTEMY CTaHAAPTOB U
OpraHM30BBIBaTH 3aLIUTY HH(pOpMALUU HOPMATHBHEIX MPaBOBBIX AKTOB
OrpaHHUEHHOrO JOCTYIIA B COOTBETCTBUH ¢ | YTIOTHOMOUCHHBIX pefiepanbHbIX
HOpMaTI/IBHLIMI/I HpaBOBbIMPI aKTaMH, OpraHoB HMCIIOJTHUTCIIbHOU BJIACTH 110
JTUICH3UPOBAHUIO B 00JIACTH
HOPMAaTUBHBIMU U METOIMYECKUMH .
o o0ecrneyeHusl 3alIUThl TOCYAapCTBEHHOM
noKkyMeHTaMu DeniepaibHOi CiysObl TalHbl, TEXHUYECKOH 3alUTHI
6e3onacHocTt Poccuiickoit denepanuu, .
. KoH(UIeHIaIhHON HHpOpMaUN
®DenepalibHOM CITY>KOBI IO TEXHUYECKOMY
Y 3KCIIOPTHOMY KOHTPOJIIO OIIK-6.2.1
YMEET OINPE/ICIUTh MOJTUTUKY KOHTPOJIIS
JocTyma pabOTHUKOB K MH(pOpMAauu
OrPaHUYEHHOTO J0CTYIa
OIIK-10 Cnioco0eH B Ka4ecTBE TEXHHUECKOTO OIIK-10.1.2
CIIEaINCTa IPUHUMATEL Y4acCTHE B 3HACT OCHOBHBIC YT'PO3bI 06€e30IMacHOCTH
(opMHpOBaHUY NOIUTUKU MH(OPMALIMH U MOJIEIIH HAPYTHTEIIS
UH(OPMAIMOHHON GE30IIaCHOCTH, obbexTa HHpOpMATH3ALIHT
OPraHU30BbIBATh U MOAIEPKUBATH OTIK-10.1.5
BBITIOJIHEHHE KOMILIEKCA Mep 1O 3HaeT IPUHLMIIBL OPraHA3aLIH
o0ecreueHu o HHq)OpMaHHOHHOﬁ I/IH(i)OpMaI_[I/IOHHI)IX CUCTEM B
0€30MacHOCTH, YIIPABISATH MPOIIECCOM UX COOTBETCTBHH C TPEOOBAHUSIMH 10
peanu3anuy Ha 0OHEKTE 3aIIUTHI 3ammuTe HHHOpMAIHK
OIlK-4.1 Cnoco0OeH mpoBOAUTH OPraHU3AIOHHBIE

MEPOTIPUSTHS TI0 00ECTICUCHHTO
Oe3omacHOCTH UH(OpPMALIUK B
aBTOMAaTHU3MPOBAHHBIX CUCTEMAX




4. O0beM U coiepKaHMe TUCHUNIMHBI (MOIYJIA)

®opma o0yueHUst OYHAast 04HO- 3a04Hast
3a04yHas
O6mmas TpynoeMkocts 1o aucuuruinae (3ET/ B 4/144 4/144
qacax)
CemecTtp 5 6
Jlexnuu, yac 34 17
[IpakTUyeckue 3aHATHS, Yac -
JIabopaTopHbIe 3aHITHSI, Yac 34 17
CamocrosiTenbHas padbora, yac 40 74
Kypcosoii npoekt (pabora), PI'P, cemectp - -
3auer (pu 3a04HOH Popme 4 yaca OTBOAUTCS HA - -
KOHTPOJIb)
Yacel Ha 9K3aMeH (TIPH OYHOM, 0YHO-3a0YHON 13ET - 36 13ET - 36
dopmax 1 3ET — 36 yacoB, npu 3a04Hoil popme 9 4acoB 4acoB

YacoOB OTBOJUTCSI HA KOHTPOJIb)




4.1.Conepxxanue 1ucuumJInHbI (MoayJisi) « MupopmanuonHas 60€30MaCHOCTh OTKPBITHIX CHCTEM»

PaSI[CJ'I JUCHUIITIMHBI, TEMA JICKIIUH 1 BOIIPOCHI

QOunas popma

OuHo-3204Has popma

3aounas popma

JIK

113

JIb

CP

JK | II3 | JIb CP

JIK

I13

JIb

CP

Jlekius 1: Apxurekrypa 6e3onacaoct UTC

1. VicToyHuKH U MTOCIEACTBUS peanu3anuu yrpo3 b
2. OyuKIws, cnocodsl u cpenctBa obecneuenus Ub
3. Apxurektypa 6e3onacHoctn DMBOC

Jlexknms 2: Konnennnu odecrieueHust HHGOPMAIIHOHHON
0€30IaCHOCTHU

1. Obmue xouuennuu odecrneuenusa b

2. O6mas napopmanus s odecrieueHrs 0€301acCHOCTH
3. O6mue cpencTBa obecnedeHus: 0€30MacHOCTH.

4. Bzaumocsizu mexay CI1b

Jlexmwmst 3: TeopeTHyeckre OCHOBBI ayTeHTU(DUKAINT

OO01111E TTOJI0KEHUS

BcnomorarensHas nHGopMaIus u cpeacTBa ayTeHTHPHUKAINN
CoiicTBa crioco00B ayTeHTUDHUKALIH

CnocoObl ayTeHTUpUKAITIT

. B3aumopgeiicTBue ¢ Apyrumu ciay:x0amu U criocodamu
06€CH€‘-ICHI/I$I 0e30macHOCTH

6. Ilepconnduxanus (ayreHTUDUKALMS [T0JIb30BaTEIEH)

7. Ayrentudukanus B OMBOC u HTepHeT-apXutekType

8. IlpakTHueckue aceKThl MApUPOBAHMS aTaK TUIIA «TTOBTOPHAs
nepeayay Ha OCHOBE MMPUMEHEHUS YHUKAIBHBIX YUCEIT HITH
BCTPEYHBIX 3alIPOCOB

9. 3ammuTa mponeaypsl ayTeHTHPUKAINN

10.  IIpumepsl cioco60B ayTeHTU(DUKALUT

agrwdE




Jlexuus 4: TeopeTHueCcKUE OCHOBBI YIIPABIEHHUS IOCTYIIOM
OO0111e noa0XKeHUs

[Momutuku Y1

Bcnomorarenbnas nndopmanus u cpeactsa Y /|
Knaccudukanus crioco6oB Y /|

Bsaumoneiicteue ¢ npyrumu CJIb u CIIb

O6men CEPT|Y ]l Mexxy KOMITOHEHTaMU

VYupasnenue noctynom B OMBOC u UHTepHeT-apXuTekType
[Tpo6iiemMa yHUKaIBHOCTH (HEEAMHCTBEHHOCTb) MTapaMeTPOB
MOJTMHHOCTH 11 Y []

9. Pacnpenenenrue KOMIIOHEHTOB Y ][]

10. Cpasuurenbusbiii ananu3 Y TP u VT

11. Crnoco6 o6ecnieuenus perpancisiuun BUY Il uepes
WHULIMATOpA

LN~ wWNE

Jlexnus 5: TeopeTnyeckre OCHOBBI 0OecTIeYeHUs] HEOTKAa3YeMOCTH
1. OGmue nosoxeHus

2. IlonuTuku obecrieueHust HEOTKa3yeMOCTH

3. BcnomorarenpHast mHGOpMAIIHS B CpeicTBa 00eCTICUCHUS
HEOTKa3yeMOCTH

CnocoOsbl obecrieueHusi HEOTKa3yeMOCTH

Bsaumocssizu ¢ npyrumu CJIb 1 CIIb

CJIHT B cucremax O9MBOC u UHTepHET-apXUTEKTYpHI
CJIHT B cucreMax XpaHeHHs U PETpaHCIALNN
Boccranosnenue B CJIHT

B3aumoneiictBue co Ciy»00l eTMHOro Karajaora

©CoNo A




Jleknus 6: TeopeTudyeckre OCHOBBI 00ecneueHus
KOH(MUICHIIMATLHOCTH

1. OO0mue noIoXeHus

2. Tlomutuku obecriedeHusi KOHYUIECHITMATBHOCTH

3. .BcnomorarenpHas uH(DOpMAIUI U CPEICTBA OOSCIICUCHUS
KOH(UICHIIMATEHOCTH

4. Cnoco6bl oOecrieueHrss KOHPUACHITUATHHOCTH

5. Bsaumogpeiictsue ¢ npyrumu CJIb u CIIb

6. Oobecneuenue konpuaeHuanpbHocT B SMBOC 1 UHTepHET-
APXUTEKType

7. ®opmatsl npeicTaBICHUs HHOOpMAITUH

8. CkpbIThIC KaHAJBI TIEPEIAUH

Jlekiwmst 7: TeopeTHyeckre OCHOBBI 00CECIICYCHUS IISIOCTHOCTH

1. OOmue nonoxKeHus

2. IomuTrku obecredeHus MeI0CTHOCTH

3. BcnomorarenbHast mHGOpMAIIHS B cpeicTBa 00eCIeUCHUS

IIEIOCTHOCTH

Kiaccudukanus crmoco6oB 00ecriedeHusl eT0CTHOCTH

Bsaumocssizu ¢ npyrumu CJIb u CIIb

. O6ecneuenne nenoctHoctr B SMBOC u Untepuer-
ApPXUTEKTYype

7. 11lemoCTHOCTh BHEIIHUX JIAHHBIX

ERTES




Jleknus 8: TeopeTudeckrie OCHOBBI ayJUTa 0€300aCHOCTH U
OTIOBEIICHUS 00 OMACHOCTHU

1. OOmue nmonoKeHus

2. TlonuTHuKY U Ipyrue acleKThl ayuTa Oe30MacHOCTH U
OTIOBELICHHS 00 OMacHOCTH

3. BcromorarenbHas nHGOpMAIUS U CPEeACTBA IS AyUTa
8 0€30MacCHOCTH U OMOBEUICHHS 00 OMAaCHOCTH

4. Cnoco6w1 poBenenust AJIb u npumenenust COIL

5. Bzaumocssizu ¢ npyrumu CJIb u CIIb

6. O6mme npuaunsl AJIb u COIl 8 SMBOC u UnTepHer -
ApPXUTEKTYype

7. Peammzanms mogenu AJIb u COIl

8. Perucrpanus BpeMeH! BO3SHUKHOBEHHS COOBITUH, MOJIeKAIINX
ayJTMTOPCKOMY KOHTPOJTFO

Jlexuus 9: TeopeTuyeckre OCHOBBI OOeCTIEUEeHUs KIYaMu

1. O6wmas mozenb odbecnieueHus KIIoYaMu

2. OCHOBHbIE KOHIIETILIUU 00eCIIeYeHUs KITI0UaMH

3. KonnenryanbHble MOICTH paclpeieIeHUs KITFOUeH Mex Ty
JBYMsI B3aUMOJICHCTBYIOIIMMH CTOPOHAMH

[IpoBaiineps! ciennuaau3upOBaHHBIX YCIYT 4 - 4 5 1 - 1 8
VYrpo3sl cucteme obecrieueHus KIIoyamMu

. lnpopmanonnbsie 00bEKTHI B ClTy:k0€ oOecrneueHus KIrdamMmu

ISR A

~

Kracce! mpukinagHbIx KpUOTOrpaUUEcKuX CUCTEM
8. Ob6ecneuenue xxuzHenHoro nukia CEPT|OK

BxonHas koHT.paboTa BxonHas koHT.paboTa
dopma TeKyIIero KOHTPOJIS YCIeBaeMOCTH (110 CpOKaM TEKYIIUX 1 arrecranus 1-5 Tema 1 atrecranus 1-5 Tema
aTTecTaluil B cEeMecTpe) 2 atrecranus 6-10 Tema 2 arrectanus 6-10 Tema
3 arrecranusa 11-15 tema 3 arrectanug 11-15 tema
dopma NpoMeKyTOUHOHU aTTecTaluu (1o cemecTpam) Ok3ameH (36 ) Ox3ameH (36 u)
Hroro 34 [ - | 34| 40 |17 | - |17 ] 74 \ \ \

K suoam yuebnou pabomvl @ 8yze omHeceHbl: JeKYuU, KOHCYIbMAYUU, CEMUHAPLI, NPAKMUYECKUe 3aHAmus, 1a00pamopHvle pabomol, KOHMPOJIbHble pabombyl, KOJLIOKGUYMbI,
camocmosimenvhble pabomsl, HAYYHO- UCCLE008AMENbCKAs paboma, NPAKMUKY, Kypcogoe npoekmuposanue (Kypcosas paboma). Bys mooicem ycmanasiusamos opyeue 6uobl Y4eOHbIX
3aHAMUL.




* - Pazoenvl, memMamuxy u 60npocsl no OUCYUnIuHe ciedyem pazoeiums Ha mpu mexywue ammecmayu 8 COOMeemcmeuu co CpoKamMu nposedens mexywux ammecmayui. Ilo
Mamepuany npospammul, RPOUOEHHOMY CIMYOEeHMOM Nocie 3asepuienus 3-eil ammecmayuu 00 Konya cemecmpa (2-3 Hedenu), KOHMPOIbL YCREGAEMOCMU OCYWeCMEIsemcs npu coaye
3auema unu IK3aMeHda.

4.2. Conep:xaHue JJa0OPATOPHBIX (MPAKTHYECKHUX) 3aHATHI

Ne Ne rekuum n3 HaumenoBanme 1a0opaTopHOro (IpaKTH4ecKoro, KonunyecTBo 4yacoB Pexomennyemas iureparypa
n/n pabdoueii CeMHUHAPCKOT0) 3aHATHS U MeTOAUYeCKHe Pa3padoTKu
NporpaMmal (Ne HCTOYHMKA U3 CIUCKA
Ouno OuHo-3204HO0 | 3a04HO JIMTEPATyphi)
1 2 3 4 5 6 7
1 Nel N3ydenue u onpoOOBaHUE CUCTEMBI KPUIITO-3AILUTHI 5 1 NeNe 1-8
WinApi
2 Ne2 Hactpoiika skpanoB. bpanamayspoB, aHTUBUpYCHasl 3aIlUTa 2 1 NeNe 1-8
3 Ne3 Paspabotka Config kiuenros u cepsepoB OpenVPN 2 1 NoNe 1-8
4 No4 [TocTpoeHue ceTeil B TEpMUHAIBHBIX KIIACCaX. 2 1 NeNe 1-8
5 No5 Opranuzanus CUCTEM YAAJIIEHHOIO JJOCTYIa 2 1 NoNe 1-8
6 Ne 6 [TocTpoenue cereld Ha 000PYIOBAaHUH JOMAIITHUX 5 1 NeNe 1-8
KOMITBIOTEPOB
7 Ne7 AJMUHUCTpUpPOBaHUE, MacliTabupoBaHue, HacTpoiika BUC 2 1 NeNe 1-8
8 Ne8 Paspaborka cetu B makere Cisko Packet Tracer 2 1 NeNe 1-8
UToro 16 8
4.3. TeMmaTuKa 1J15 CAMOCTOSITEJILHOW PadoThI CTY/IEHTA
Ne Temaruka o coaepKaHuI0 JUCIUILINHBL, KonnuecTBo yacoB U3 coaepxaHus Pexomennyemas ®opmsl koHTposst CPC
n/m BbIJIETICHHAS JIJIs1 CAMOCTOSITEIbHOTO U3YyUEHUS! | TUCIUIUIMHBI auTepaTypa u
HMCTOYHHUKHU
Ouno O4HO-3204HO 3a04HO uHOpMAaIH
1 2 1 4 5 6 7
1 OCHOBHBIE TIOJIOKEHHUS YIIPABICHHUE JOCTYIA K 2 8 - NeNe 1-8 Ompoc, pedepar, cTaTba
pIIeMeHTaM HHQpOpMaIuu
2 [TonsiTe monoxeHnit KOH()HUICHIINATIBHOCTH, 4 8 - NeNe 1-8
COXPaHHOCTH, OTBETCTBEHHOCTH U aBTOPCTBA
Omnpoc, pedepar, cTaTbs
uH(popMalun
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3 Kpunrorpaduueckue ocaoBsl BUC 2 10 NeNe 1-8 Ompoc, pedepar, cTaThbs
4 Apxutektypa u ocHOBbI BIC 4 10 NeNe 1-8 Ompoc, pedepar, crarbs
5 Konnernmus bBUC 2 10 NeNe 1-8 Ompoc, pedepat, cTaTbs
6 [TonsiTre MOJIOKEHUN KOH(PUICHIIMATLHOCTH, 4 10 NeNe 1-8
COXPaHHOCTH, OTBETCTBEHHOCTH U aBTOPCTBA Omnpoc, pedepar, cTaThs
uHpopManun
7 O0ecnieyeHrne OCHOB MOHUTOPHHTA U ayIUTa 2 10 NoNe 1-8
BHC Omnpoc, pedepar, cTaTbs
8 ®dunocohckoe TpaKTOBAHHE 4 10 NoNe 1-8
MOHSITHIA OTKPBITBIX M 3aKPBITBIX CUCTEM U Omnpoc, pedepar, cTaTbs
MOJICICTEM
UTOro 24 76
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5. O6pa3zoBarejibHbIe TEXHOJIOTHHI

B cootBerctBum ¢ tpeboBanusmMu ®PI'OC BO mo HampaBieHHIO MOATOTOBKU peau3aIiis
KOMIIETEHTHOCTHOTO MOJIX0/a MPeAYyCMAaTPUBAETCS IIMPOKOE MCII0JIb30BaHUE B YU€OHOM Ipolecce
AKTUBHBIX U MHTEPAKTUBHBIX ()OPM MPOBEICHUS 3aHATHIA.

AynuTtopHas paboTa BKJIIOYAeT: JIGKIUHM, IPAKTUYECKHE 3aHATHs, MacTep-KJacchl,
KOHCYJIbTAlUH.

B kypce nexkuuii MCNoJIb30BaHbl HarysiIHbIE, WJUIIOCTPUPOBAHHBIE MaTepHaibl, OOLIMpHas
uHpopmanus B TaONMMYHOM W rpaduyeckoil ¢opmax, a TaKKe 3JICKTPOHHBIE PECYpChl CETH
WutepHer. Pazpa®oTanbl npoaBUHYTHIE JEKIUM (C BU3yalu3alueil) B gopmare Impe3eHTaluil, ¢
UCIIOJIb30BaHUEM TTaKeTa MPHUKIAAHBIX porpamm MS Power Point.

Bueaynuropnas paborta npusBaHa Uil (OpMUPOBaHHMS U PA3BUTUA HPOGECCHOHATBHBIX
HaBbIKOB oOyuaromuxcs. CaMmocTosTebHas padoTa BKJIIOYAET: BBIIOJHEHUE JOMALIHUX 3aJaHUH,
HOJArOTOBKAa pedepaToB, ydacTUe B JUCKycCUsAX, paboTa B HMH(OPMAIMOHHO-00pa30BaTeIbHON
cpezne. B xoHue o0yueHns mpoBOIUTCS SK3aMEH.

VY enbHbIM BeC 3aHATHIA, TPOBOJIUMBIX B MHTEPAKTHBHBIX (DOpMax, orpenessieTcs rIIaBHOH
LIeJIbI0 POTPaMMbl, OCOOEHHOCTBIO KOHTUHIEHTa 00YYaIOLIMXCA U COAEPKAaHUEM JHUCLUILIMHBI,
U B IIEJIOM B y4eOHOM Ipolecce OHM cOoCTaBisA0T He MeHee 20% ayIuTOpHBIX 3aHATHIL.

6. Ounenounnie cpeacTBa OIS TeKylIero KOHTPOJIsA ycneBaeMoCTH,
NMPOMEKYTOUYHOMH aTTeCTAllMH MO0 UTOraM OCBOEHHS JMCUMIIMHBI U y4eOHO-MeTOoAu4YecKoe

ol0ecrneyeHne CaMOCTOAITEIbHON PadOThI CTY/ICHTOB

Ouenounsle cpeactra npuseneHsl B DOC ([Ipunoxenue A)
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7.  YuyedHO-MeTOAUYeCKOe U HHPOPMAINMOHHOE O0ecTiedeHne T CHUTITHHbBI
Pexomenayemasi inTeparypa 1 HCTOYHUKH UH(popMannu (0CHOBHAS M IOTOJTHUTEIbHAS)

3aB. OMOJIHOTEKOM

(
L 24

Cvaeiimanona O.111.

/1 Koaun4yecTBO M31aHUi
Heo0xonumasi yueOHasi, y4eOHO-MeTOAHYeCKAS
Buasbi (ocHOBHAS ¥ JIONOJIHUTE/IbHAS) JIUTEPATYyPa,
3aHATHH nporpammMHoe odecrniedyenue u UnrepHer- B H
a
pecypcebl 61/16.]11:0T6K xadenpe
1 |2 3 4 5
OcHoBHast
1. JIK, 710, Menbsaukos, . A. UadopmanronHast 6€301acHOCTh URL:
cpe OTKPBITBIX cHCTEM : yueOHHUK / [I. A. MeIbHHKOB. https://e.lanbook.com/bo
— 2-e u31. — Mocksa : ®JIMHTA, 2014. — 448 c. 0k/48368
— ISBN 978-5-9765-1613-7. — Tekcr :
3JICKTPOHHBIN // JIaHb : 3NEKTPOHHO-OMOIMOTEYHAS
CUCTEMA.
2. | 5K, 110, ITerpenxko, B. U. 3anmuTa nepcoHalbHBIX JaHHBIX B URL.:
cpe UHGOPMAIIMOHHBIX CHCTEMaX : yueOHOe mocooue / https://e.lanbook.com/bo
B. U. Ilerpenko. — Crasponons : CKOY, 2016. — 0k/155246
201 ¢. — TekcT : aneKTpoHHbIH // JlaHb :
AJIGKTPOHHO-OMOIMOTEYHAsI CUCTEMA.
3. | 5k, 110, OcnoBbsl pa6ots! B mporpamme CISCO PACKET URL:
cpe TRACER : yue6HO-MeTOAMYECKOE TTOCOOHE / https://e.lanbook.com/bo
cocraButenu ['. B. AGpamoB [u ap.]. — Boponex : 0k/154795
BI'Y, 2017. — 31 ¢. — TekcT : 37eKTpOHHBIH //
Jlanb : 57eKTpOHHO-OMOIMOTEYHAs crcTeMa.
JlonmostHuTEILHAS
4. | 5K, 110, Kocmauesa, U. M. IIpoekTrpoBaHue 3alUIIIEHHBIX URL.:
cpe 0a3 maHHbIX : yuebHOoe ocobue / . M. Kocmauesa, | https://e.lanbook.com/bo
H. B. JlaBuntok. — Cankt-IletepOypr : 0k/161362
Wurepmenus, 2020. — 144 ¢. — ISBN 978-5-4383-
0191-2. — TekcT : aneKTpoHHBIH // JlaHb :
AJIIEKTPOHHO-OMOJIMOTEYHAS CHCTEMA.
5. | 5K, 110, BopooGeiikuna, . B. [IporpammupoBanue cpesicts URL:
cpe 3anUThl nHGopMaluy : yuedHoe mocodue / U. B. https://e.lanbook.com/bo
Bopo6eiikuna. — Kanununrpan : BT AP®, 2021. — 0k/216425
70 c. — TekcT : 2neKTpOoHHbIH // JlaHb :
DIIEKTPOHHO-OMOIMOTEYHASL CUCTEMA.
6. | 5k, 510, Tpommn, A. B. Kondurypupoanue KoMMyTaTopoB URL:
cpe Cisco : metoauueckue ykazanus / A. B. Tpommmn. — | https://e.lanbook.com/bo
Camapa : [IT'VTH, 2021. — 24 ¢. — Tekcr : 0k/301205
3NIEKTPOHHBIN // JIaHb : 3eKTpOoHHO-OnbInoTeuHas
CUCTEMA.
7. | 5K, 110, [Mapmmn, K. A. Merozs! u cpeactsa URL.:
cpe POCKTUPOBAHUS HHPOPMAITHOHHBIX CHCTEM H https://e.lanbook.com/bo
TEXHOJIOTHH : yueOHO-MeToauyeckoe nocoodue / K. 0k/121337

A. IMapumn. — ExarepunOypr : , 2018. — 129 ¢. —
Texcrt : anexkTpoHHbIH // JIaHb : 3IeKTPOHHO-
6ulnMoTeyHas CUCTEMA. —
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8. | uk, 110, OCHOBBI TOCTPOCHUST 0OBETUHEHHBIX CETEH 110 URL.:

cpe texHojorusm CISCO : yuebHOe mocodue. — 2-¢ https://e.lanbook.com/bo
n3a. — Mocksa : MHTYUT, 2016. — 285 ¢c. — 0k/100313

Texcrt : anexTpoHHbIH // JIaHb : 3IeKTPOHHO-
OMOIMOTCYHAS CHCTEMA.

NHTEPHET - PECYPCbI

9. | 1k, 110, Cisco Learning Network (www.cisco.com/c/en/us/training-events/training-
cpe certifications/learning-network.html) — s3to omaiin coo01ecTBO YPOKOB U
BUJICOYPOKOB HA PA3JIMYHBIC TEMBI, CBSI3aHHBIC ¢ ycTpoiicTBamu Cisco.
10. | 5k, 106, Kypcer Cisco Networking Academy (www.netacad.com) —mporpamma,
cpe paspaboranHas Cisco Jy1si OOy4eHHsI CTYJECHTOB
11. | nk, 16, https://securelist.ru/enciklopediya DHumkIone11s1 ”HPOPMAIIMOHHOM
cpe 0€30IaCHOCTH.
12. | nk, 6, http://www.citforum.ru/security/ CITFORUM — undopmanmonHas
cpc 0€30I1aCHOCTb
13. | 1k, 110, http://www.infoforum.ru/ HanronansHsiii popym HHGOPMAIHOHHOM
cpe 6e3onacuocty "MHOODOPYM" — 351€KTpOHHOE EPUOINYECKOE U3/IaHUE 110
BOINpocaM HH()OpMaIMOHHOW 6€3011aCHOCTH
14. | nk, 10, http://saferunet.ru/ Llentp bezomacuoro Mutepuera B Poccuu mocsiimeH
cpe npobaeme 6e30MacHOM, KOPPEKTHOW ¥ KOM(MOPTHOM paboThl B IHTEpHETE.

Bompocel MHTEpHET-YTPO3, TEXHOJIOTHH, CITOCO00B 3D (PEKTUBHOTO
IPOTHBOEHCTBUS MM B OTHOLICHHUH I10JIh30BaTEIEH

INPOI'PAMMHOE OBECIIEYEHHUE

15. | nx, 716, OC Windows XP/ 7/ 8/10

cpe

16. | 5k, 10, OC Windows XP/ 7/ 8/10, Microsoft Office 2013/2016
cpe

17. | 0k, 10, Dr.Web Enterprise Security Suite, 3000 mun, [THAITY OLIHUT 2017
cpe

8. MarepuajbHO-TEXHHYECKOE 00ecneueHue JUCHUTLUINHBI (MOTYJIsI) «
Nudopmanuonnasi 6€30nMacHOCTb OTKPBITHIX CHCTEM

MarepuanbHO-TEXHHUECKOE 00eCTIeYeHHEe JUCITUTUINHBI BKITFOUACT:
- 6ubnoTeuHslit ponp (yueOHas, yueOHO-MeToIn4ecKasi, ClipaBOYHass YKOHOMHUYECKas JINTepaTypa,
HKOHOMHYECKAs HaydHas M JIeJIOBast IEPUOINKA);
- KOMIIBIOTEPU3UPOBaHHbIE paboune MecTa Juid 00ydaeMbIX ¢ I0CTYNOM B ceTh MHTepHeT
(;rabopaTopuu 10 aBTOMaTH3UPOBAHHBIM HH()OPMAIIHOHHBIM CHCTEMaM, OCHAIICHHBIS
COBPEMEHHOM 3JIEKTPOHHO-BBIYUCIUTENbHON TEXHUKOW C COOTBETCTBYIOIIUM MPOTPaMMHBIM
obecrieueHrem);
- ayTUTOPUH, 00OPYAOBAaHHBIE MMPOESKIIMOHHOIN TEXHUKOM.
Jlns mpoBeieHust IPaKTUYECKUX 3aHATHI HCIIONb3YIOTCS KOMITbIOTEpHBIE Kilacchl kKadenpst Ub,
000pyIOBaHHBIE COBPEMEHHBIMU NEPCOHATBHBIMU KOMIIBIOTEPAMH, XapaKTEPUCTUKHU KOTOPBIX HE
HIDKE!
Pentium 4, DDR 1 Gb, HDD — 150 GB, Video Card — 126 MB, CD/DVD, USB -2.
Bce mepcoHampHBIE KOMITBIOTEPHI MOAKIIIOYSHBI K CETH YHUBEPCUTETA M UMEIOT BBIXOJI B
riobanbHyto ceTh MHTEpHET.
Ha kommnerotepe npeaycranasnuaercss OC Windows XP/Vista/7 u nmporpaMmHoe odecriedeHue
MS Office 2010, Borland C++ , Borland C++ Builder 6 u ap. [IpunoxxeHre koMaHIHOW CTPOKH
dumpasnl ITutepa I'yrmana (Peter Gutmann) miist mpocmotpa daiinos popmata ASN.1 BER/DER:
dumpasnl.rar (Windows, x86).
Kpuntollpo OCSPCOM (Bepcus 1.05.0726).
Kpunrollpo TSPCOM (Bepcus 1.05.0972).
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8.4. MaTepua/IbHO-TeXHHYECKasi 0232, He0OOX0AMMasI 1JIs1 OCYIeCTBJIEHUsI 00Pa30BaTEJIbLHOT0
npouecca no JMCUMIInHe

[Tpu npoBeneHus JEKIUOHHBIX U MPAKTUYECKUX (CEMUHAPCKUX) 3aHATUHN MpeycCMaTpUBAETCS

HCIIOJIb30BAHUEC CUCTEM MYJIbTUMEAHA, ITPOTPAMMHOIO O6€CHC‘1€HI/IH )51 I/IH(l)OpMaLII/IOHHbIX

CIIPABOYHBIX CUCTEM:

Microsoft Office (Word, Excel, PowerPoint, Access)

3BC http://library.mirea.ru/.

JHuctpudyrus Kpunrollpo WinLogon u Kpunrollpo EAP-TLS;

Huctpudyrus Kpunrollpo JCP u Kpunrollpo JTLS

CrnenuajbHble YCJI0BUSI HHBAJIWIAM U JIMIAM € OTPAHUYEHHBIMH BO3MOKHOCTAMM
3p0poBbsi (OB3)

CriennanbHbIe YCIOBUS OOyUeHUsS M HAIpaBlieHUs] paboOThl ¢ MHBamUAaMu U Junamu ¢ OB3
orpeziesieHbl Ha OCHOBAHUU:

- ®epepanbHoro 3akoHa oT 29.12.2012 Ne273-®3 «OO6 obpa3oBanuu B Poccuiickoit
®enepanun;

- ®eaepanbHoro 3akona ot 24.11.1995 Ne 181-®d3 «O coumaabHON 3alIUTe MHBAJIHMIOB B
Poccuiickoit @enepanun»;

- mpukaza MunoOpHayku Poccum ot 05.04.2017 Ne 301 «O6 yrBepxknenuu Ilopsiika
OpraHM3allMl M OCYILIECTBICHUS OOpa30BaTENbHON JEATENLHOCTH IO 00pa3oBaTeIbHBIM
mporpamMmaM BBICHIETO 00pa3oBaHUsl — IporpaMmam OakajaBpuaTa, IporpaMmam CIelUaInuTeTa,
porpaMMaM MarucTpatrypbl»;

- METOJMYECKUX PEKOMEHJAIMKA [0 OpraHu3aluu o0pa30BaTEIbLHOIO IIpolecca s
0o0y4eHHs MHBAJIUAOB U JUI[ C OTPAHUYCHHBIMU BO3MOXKHOCTSIMU 3/I0POBBSI B 00pa30BaTEIbHbBIX
OpraHu3aIMsaX BbICIIET0 00pa30BaHMs, B TOM YHCJIE€ OCHAIIEHHOCTH 00pa30BaTENbHOIO MpOIlecca,
yrBepxkaAeHHbIX MunoopHayku Poccuu 08.04.2014 No AK-44/058H).

[Toxg cnenuanbHBIMU YCJIOBHSIMHU ISl TOJNy4deHUs: oOpa3oBanus oOydarommxcs ¢ OB3
MOHUMAIOTCS YCTIOBHSI 00Yy4eHHUs, BOCIIUTAHUS U Pa3BUTHsI, BKIIOYAIOIINE B ce0s MCIOIb30BaHUE
npu HEOOXOJMMOCTH aJallTUPOBAHHBIX 00pPa30BATENBHBIX MPOTPaMM U METOJOB OOyUEHUS H
BOCIIUTAHUS, CHEIHATbHBIX Y4YeOHUKOB, YYEOHBIX MOCOOMH W JHUJAKTUYECKHUX MaTepuasoB,
CIEIUATBHBIX TEXHUYECKUX CPEICTB 00YUEHUS KOJIJIEKTUBHOTO U MHIAMBUIYAJIBLHOTO IMOJB30BaHMUS,
MPEOCTaBIeHUE YCIYr AacCUCTeHTa (IMOMOIIHUKA), OKAa3bIBAIOIIETO0 HEOOXOIMMYIO TOMOIIb,
MIPOBEJICHUE TPYIIOBBIX M MHIAUBUAYATbHBIX KOPPEKIIMOHHBIX 3aHITHH, 0OECIeYeHHe IOCTyIa B
3nanusa JAI'TY u apyrue ycnoBus, 6e3 KOTOPBIX HEBO3ZMOXKHO WM 3aTpyaHeHo ocBoeHue OITOII
obyuarontuxcst ¢ OB3.

OOyueHue B paMKax ydeOHOU auciuIummHabl ooydaromuxcs ¢ OB3 ocymectusiercs AT TY ¢
Y4€TOM OCOOEHHOCTEH TMCUXO(PU3UYECKOTO Pa3BUTHS, WHIWBHAYAIbHBIX BO3MOXHOCTEH U
COCTOSTHUS 3[TOPOBBSI TAKUX 00YJaIOIINXCS.

O6yuenue no yueOHOM nuctuuminae odydaronuxcs ¢ OB3 MoxkeT ObITh OpraHW30BaHO Kak
COBMECTHO C JIPYTUMH O0YYarOIIMMHUCS, TaK U B OTJEIBHBIX TPYIIaxX.

B nensx goctynmHocTH 00ydeHHsI IO TUCITUTIIIMHE 00€CTIeYnBACTCS:

1) mist ML ¢ OrpaHUYEHHBIME BO3MOXKHOCTSIMU 3I0POBBS 110 3PCHUIO:

- HaJIM4yMe aJbTepHaTHUBHOU Bepcuu odunmanbHoro caita JAI'TY B cetu «MHTepHeT» ans
CIa00BUIAIINX

- BeCb HEOOXOJMMBIN Ui M3YUYCHUs] MaTepHal, COTIaCHO y4eOHOMY IUIaHy (B TOM YHCIIE,
JUTsE OOYYarOIIUXCSl TI0 WHIAWBUAYAIBHBIM Y4EOHBIM TJIaHAM) MPEAOCTABISIETCS B AJICKTPOHHOM
BH/JIC Ha JINCKE.

- UHIWBUyalbHOE paBHOMEpHOe ocBetienne He menee 300 mokc;

- MPUCYTCTBUE ACCUCTEHTA, OKA3BIBAIOIIETO 00yJaromeMycsi HeOOXOAMMYO TTOMOIIIb;

- obecrieyeHre BO3MOKHOCTH BBINTYCKa aIbTEPHATUBHBIX (DOPMATOB MEYATHBIX MATEPUAIOB
(xpynHbIH MIpUdT WK aynuodaiiisl);

- obecrniedyeHre qocTymna 00ydaromerocs, siBISIONMIErocs CISIbIM U HCIIOIB3YIOIIEro CO0aKy-
MpOBOJHUKA, K 3qaHut0 I TY.
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2) nast mar ¢ OB3 o coyxy:

- HaJIM49re MUKPO(OHOB M 3BYKOYCHIMBAIOIICH anmmaparypbl KOJJIEKTUBHOTO TMOJIb30BaHUS
(ayTMOKOJIOHKH ),

3) mis un ¢ OB3, UMeroIMX HapyIIeHHs OMOPHO-BUTaTEIBHOTO amapara, MaTepraaIbHO-
TEXHUYECKHUE YCIOBUS JOJDKHBI OOECHeurnBaTh BO3MOXKHOCTh OECHPENsITCTBEHHOIO JOCTYyIMa
0o0yJarmuxcs B yaeOHbIC IOMENICHHUS, CTOJIOBBIC, TYaJIETHBIC U IPYTHe TIOMEIICHHSI OpTaHU3aIlHH,
a Takke MpeObIBaHUS B YKa3aHHBIX NMOMEIICHUSAX (HAJU4Me MaHIyCcOB, MOPYYHEH, paclIMpeHHbIX
JIBEPHBIX IMPOEMOB U JIPYTUX MPUCIIOCOOJICHHUI ).

[lepen nHauamom 0Oy4YeHHUSI MOTYT MPOBOAUTHCS KOHCYJIBTATUBHBIC 3aHSATHUS, TIO3BOJISIONINE
crynentam ¢ OB3 amantupoBaThest K yueOHOMY MPOIIECCY.

B mpomecce BemeHus ydeOHOW JUCHMIUIMHBI HAYyYHO-TEAArOTHYECKUM PAOOTHHKAM
PEKOMEHIYeTCSI HCIIOJIb30BAHME COIMATbHO-AKTUBHBIX M Pe(IIEKCUBHBIX METOJOB OOYyYeHHs,
TEXHOJIOTHI COIMOKYIBTYPHOU peabUIIUTAINH C [IETIbI0 OKa3aHus rmomoiy ooyyatormumcs ¢ OB3 B
YCTaHOBJICHUH MOJHOLIEHHBIX MEXJIMYHOCTHBIX OTHOLIEHUH C APYTUMU 00YyYaIOIIUMUCS, CO3TaHUH
KOM(OPTHOTO IMICUXOJIOTUYECKOTO KJIIMMaTa B y4eOHOH TpyIiIe.

OcoOeHHOCTH TPOBEAEHUS TEKYIIeH U MPOMEXKYTOUHOH aTTecTalyl MO JUCHUIUIMHE IS
obyuatonuxcsi ¢ OB3 ycTaHaBiaMBalOTCS € Y4YE€TOM HWHIMBHUIYAIbHBIX TMCUXO(PU3UIECKUX
0CcOOeHHOCTEH (YCTHO, MUCBbMEHHO Ha Oymare, MMCbMEHHO Ha KOMITbIOTEpE, B JOpME TeCTUPOBAHUS
u 1p.). [Ipy HEOOXOUMOCTH MPETOCTABISACTCS TOTOJHUTEILHOE BPEMS JIJIsl TTOJITOTOBKHM OTBETA Ha
3a4yeTe UM K3aMeHe
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